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REGULATION (EU) 2016/679
OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 27 April 2016

ni

on the protection of natural persons with regard to the processing of personal data and

on the free movement of such data, and repealing Directiv@s/46/EC (General Data
Protection Regulation)

(Text with EEA relevance)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the EuropeaonUand in particular

Article 16 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,
Having regard to the opinion of the European Economic and Social Com@ittee
Having regard to the opinion of the Committee of the Regrns

Acting in accordance with the ordinary legislative procedtre

Whereas:

(1)The protection of natural persons in relation to the processing of personal d:
fundamental right. Articl&(1) of the Charter of Fundamental Rightshef European Unic
(the o6Charter6) and Article 16(1) of
(TFEU) provide that everyone has the right to the protection of personal data cor
him or her.

(2)The principles of, and rules on the @dion of natural persons with regard to the proce
of their personal data should, whatever their nationality or residence, respe
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fundamental rights and freedoms, in particular their right to the protection of persor
This Regulation igntended to contribute to the accomplishment of an area of fre
security and justice and of an economic union, to economic and social progres:
strengthening and the convergence of the economies within the internal market, a
well-beingof natural persons.

(3)Directive 95/46/EC of the European Parliament and of the Consédeks to harmoni
the potection of fundamental rights and freedoms of natural persons in respect of pre
activities and to ensure the free flow of personal data between M&tates.

(4)The processing of personal data should be designed to serve martkendght to th
protection of personal data is not an absolute right; it must be considered in relati
function in society and be balanced against other fundamental rights, in accordance
principle of proportionality. This Regulation resps all fundamental rights and obse
the freedoms and principles recognised in the Charter as enshrined in the Tre
particular the respect for private and family life, home and communications, the prc
of personal data, freedom of thougbbnscience and religion, freedom of expressior
information, freedom to conduct a business, the right to an effective remedy and
trial, and cultural, religious and linguistic diversity.

(5)The economic and social integration resultingrfrthe functioning of the internal mar
has led to a substantial increase in ctomsler flows of personal data. The exchang
personal data between public and private actors, including natural persons, associe
undertakings across the Uniorshiacreased. National authorities in the Mentbiates ai
being called upon by Union law to cooperate and exchange personal data so as to
perform their duties or carry out tasks on behalf of an authority in another M&talber

(6)Rapid tetinological developments and globalisation have brought new challenges
protection of personal data. The scale of the collection and sharing of personal
increased significantly. Technology allows both private companies and public authao
make use of personal data on an unprecedented scale in order to pursue their
Natural persons increasingly make personal information available publicly and g
Technology has transformed both the economy and social life, and shdhkt facilitate
the free flow of personal data within the Union and the transfer to third countri
international organisations, while ensuring a high level of the protection of personal

(7)Those developments require a strong and more cohgséprotection framework in t
Union, backed by strong enforcement, given the importance of creating the trust f
allow the digital economy to develop across the internal market. Natural persons shc
control of their own personal data. laégand practical certainty for natural pers
economic operators and public authorities should be enhanced.

(8)Where this Regulation provides for specifications or restrictions of its rules by M&ta
law, MemberStates may, as far as necessanydoherence and for making the natit
provisions comprehensible to the persons to whom they apply, incorporate elemen
Regulation into their national law.

(9)The objectives and principles of Directive 95/46/EC remain sound, but it has not pr.
fragmentation in the implementation of data protection across the Union, legal unc
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or a widespread public perception that there are significant risks podteetion of natur:
persons, in particular with regard to online activity. Differences in the level of protec
the rights and freedoms of natural persons, in particular the right to the protection of |
data, with regard to the processingpefsonal data in the Memb8tates may prevent t
free flow of personal data throughout the Union. Those differences may therefore c«
an obstacle to the pursuit of economic activities at the level of the Union, distort com
and impede authities in the discharge of their responsibilities under Union law. S
difference in levels of protection is due to the existence of differences in the implem:
and application of Directive 95/46/EC.

(10)In order to ensure a consistent and high level of protection of natural persons and t
the obstacles to flows of personal data within the Union, the level of protection of th
and freedoms of natural persons with regard to the processingclofdata should |
equivalent in all MembeS$tates. Consistent and homogenous application of the ru
the protection of the fundamental rights and freedoms of natural persons with rega
processing of personal data should be ensured througheutinion. Regarding tl
processing of personal data for compliance with a legal obligation, for the perform
a task carried out in the public interest or in the exercise of official authority veste:
controller, Membeftates should be allowe&d maintain or introduce national provisit
to further specify the application of the rules of this Regulation. In conjunction w
general and horizontal law on data protection implementing Directive 95/«
MemberStates have several seesmecfic laws in areas that need more spe
provisions. This Regulation also provides a margin of manoeuvre for Metddes t
specify its rules, including for the processing of special categories of person
(6sensitive dat aéglylationtaes rothexciude Mantber State lan
sets out the circumstances for specific processing situations, including determini
precisely the conditions under which the processing of personal data is lawful.

(11)Effective protection opersonal data throughout the Union requires the strengtheni
setting out in detail of the rights of data subjects and the obligations of those who
and determine the processing of personal data, as well as equivalent powers for m
and exsuring compliance with the rules for the protection of personal data and eqt
sanctions for infringements in the Meml&tates.

(12)Article 16(2) TFEU mandates the European Parliament and the Council to lay dc
rules relating to the proteota of natural persons with regard to the processing of pe
data and the rules relating to the free movement of personal data.

(13)In order to ensure a consistent level of protection for natural persons throughout tr
and to prevent divergensehampering the free movement of personal data withi
internal market, a Regulation is necessary to provide legal certainty and transpar
economic operators, including micro, small and medsized enterprises, and to pro\
natural persons iall MemberStates with the same level of legally enforceable right
obligations and responsibilities for controllers and processors, to ensure co
monitoring of the processing of personal data, and equivalent sanctions
MemberStates as wkas effective cooperation between the supervisory authorit
different MembeiStates. The proper functioning of the internal market requires tf
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free movement of personal data within the Union is not restricted or prohibited for |
connectd with the protection of natural persons with regard to the processing of p
data. To take account of the specific situation of micro, small and mesitagth enterprise
this Regulation includes a derogation for organisations with fewer than 250yeepwitl
regard to recordkeeping. In addition, the Union institutions and bodies, and MeBiad¢e
and their supervisory authorities, are encouraged to take account of the specific
micro, small and mediussized enterprises in the applicatmiithis Regulation. The notit
of micro, small and mediursized enterprises should draw from Arti2lef the Annex t
Commission Recommendation 2003/361/EC

(14)The protection afforded by this Regulation should apply to natural persons, whate
nationality or place of residence, in relation to the processing of their personal de
Regulation does not ger the processing of personal data which concerns legal p
and in particular undertakings established as legal persons, including the name anc
of the legal person and the contact details of the legal person.

(15)In order to prevent creatyj a serious risk of circumvention, the protection of ne
persons should be technologically neutral and should not depend on the techniqt
The protection of natural persons should apply to the processing of personal
automated means, agllvas to manual processing, if the personal data are containet
intended to be contained in a filing system. Files or sets of files, as well as their cove
which are not structured according to specific criteria should not fall within the sx
this Regulation.

(16)This Regulation does not apply to issues of protection of fundamental rights and fr
or the free flow of personal data related to activities whatlhoutside the scope of Uni
law, such as activities concerning national security. This Regulation does not app
processing of personal data by the Mentb@tes when carrying out activities in rela
to the common foreign and security polwiythe Union.

(17)Regulation (EC) No 45/2001 of the European Parliament and of the C6uapiblies t
the procesing of personal data by the Union institutions, bodies, offices and ag
Regulation (EC) No 45/2001 and other Union legal acts applicable to such proce
personal data should be adapted to the principles and rules established in this R
and applied in the light of this Regulation. In order to provide a strong and coher
protection framework in the Union, the necessary adaptations of Regulatiol
No 45/2001 should follow after the adoption of this Regulation, in order to
application at the same time as this Regulation.

(18)This Regulation does not apply to the processing of personal data by a natural per
course of a purely personal or household activity and thus with no connectic
professional or commerdiaactivity. Personal or household activities could inc
correspondence and the holding of addresses, or social networking and online
undertaken within the context of such activities. However, this Regulation apg
controllers or processomshich provide the means for processing personal data fo
personal or household activities.
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(19)The protection of natural persons with regard to the processing of personal
competent authorities for the purposes of the prevention, invastigatetection ¢
prosecution of criminal offences or the execution of criminal penalties, includii
safeguarding against and the prevention of threats to public security and the free i
of such data, is the subject of a specific Union legal Hetis Regulation should n
therefore, apply to processing activities for those purposes. However, persotr
processed by public authorities under this Regulation should, when used for those
be governed by a more specific Union legal actmels Directive (EU) 2016/680 of t
European Parliament and of the Coulf@il MemberStates may entrust compe
authorities within the meaning of Directive (EU) 2016/680 with tasks which ar
necessarily carried out for the purposes of the prevention, investigation, dete:
prosecution of criminal offences or the execution of criminal penalties, includii
sdeguarding against and prevention of threats to public security, so that the proce
personal data for those other purposes, in so far as it is within the scope of Union |
within the scope of this Regulation.

With regard to the processingpérsonal data by those competent authoritiepdgpose
falling within scope of this Regulation, Memlgtates should be able to maintair
introduce more specific provisions to adapt the application of the rules of this Reg
Such provisions magletermine more precisely specific requirements for the proces:
personal data by those competent authorities for those other purposes, taking intc
the constitutional, organisational and administrative structure of the respective |
State When the processing of personal data by private bodies falls within the scop:
Regulation, this Regulation should provide for the possibility for MerSketies und:
specific conditions to restrict by law certain obligations and rights when sgdtritior
constitutes a necessary and proportionate measure in a democratic society to
specific important interests including public security and the prevention, investi
detection or prosecution of criminal offences or the executionriofir@al penalties
including the safeguarding against and the prevention of threats to public security
relevant for instance in the framework of amtbney laundering or the activities of foret
laboratories.

(20)While this Regulationapplies, inter alia, to the activities of courts and other jur
authorities, Union or Member State law could specify the processing operatic
processing procedures in relation to the processing of personal data by courts ¢
judicial authoriies. The competence of the supervisory authorities should not co
processing of personal data when courts are acting in their judicial capacity, in
safeguard the independence of the judiciary in the performance of its judicia
including decisioamaking. It should be possible to entrust supervision of suct
processing operations to specific bodies within the judicial system of the Membe
which should, in particular ensure compliance with the rules of this Regulation, €
awareness among members of the judiciary of their obligations under this Regula
handle complaints in relation to such data processing operations.

(21)This Regulation is without prejudice to the application of Directive 2000/31/EC
Europea Parliament and of the Coun@l, in particular of the liability rules !
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intermediary service providers in Articl&2 to 15 of that Directive. That Directive se
to contribute to the proper functioning of the internal market by ensuring the free mc
of information society services between Mem8tates.

(22)Any processing of personal data in the context efdhtivities of an establishment ¢
controller or a processor in the Union should be carried out in accordance w
Regulation, regardless of whether the processing itself takes place within the
Establishment implies the effective and realereise of activity through stat
arrangements. The legal form of such arrangements, whether through a brar
subsidiary with a legal personality, is not the determining factor in that respect.

(23)In order to ensure that natural persons are nutivcerl of the protection to which they
entitled under this Regulation, the processing of personal data of data subjects w
the Union by a controller or a processor not established in the Union should be si
this Regulation where the pregsing activities are related to offering goods or servic
such data subjects irrespective of whether connected to a payment. In order to d
whether such a controller or processor is offering goods or services to data subje
are in the Uron, it should be ascertained whether it is apparent that the contrc
processor envisages offering services to data subjects in one or more Nkatkein th
Union. Whereas the mere accessibility of the controller's, processor's or an inters
website in the Union, of an email address or of other contact details, or the use of a
generally used in the third country where the controller is established, is insuffic
ascertain such intention, factors such as the use of a languagermency generally us
in one or more Membe3tates with the possibility of ordering goods and services i
other language, or the mentioning of customers or users who are in the Union, m
it apparent that the controller envisages offeringdgoor services to data subjects in
Union.

(24)The processing of personal data of data subjects who are in the Union by a con
processor not established in the Union should also be subject to this Regulation v
related to the monitoring of the behaviour of such data subjects in&® ttagir behaviol
takes place within the Union. In order to determine whether a processing activity
considered to monitor the behaviour of data subjects, it should be ascertained
natural persons are tracked on the internet including patentibsequent use of persc
data processing techniques which consist of profiling a natural person, particularly
to take decisions concerning her or him or for analysing or predicting her or his
preferences, behaviours and attitudes.

(25\Where Member State law applies by virtue of public international law, this Reg!
should also apply to a controller not established in the Union, such as in a Membe
diplomatic mission or consular post.

(26)The principles of data proteen should apply to any information concerning an ideni
or identifiable natural person. Personal data which have undergone pseudonyr
which could be attributed to a natural person by the use of additional information
be considered to daformation on an identifiable natural person. To determine whe
natural person is identifiable, account should be taken of all the means reasonably
be used, such as singling out, either by the controller or by another person to ide

6


http://www.gkdm.co.il/contact-us/
http://www.gkdm.co.il/contact-us/

GIRDI]

1'T '2710 TUN | OTP X'
GI.IY KEDEM | LAW OFFICE

03 5157GDBR-> D' DN V! D' POV I

natural person directly or indirectly. To ascertain whether means are reasonably
be used to identify the natural person, account should be taken of all objective fact:
as the costs of and the amount of time required for identificatikimg into consideratic
the available technology at the time of the processing and technological developme
principles of data protection should therefore not apply to anonymous information,
information which does not relate to an identfier identifiable natural person or
personal data rendered anonymous in such a manner that the data subject is not ol
identifiable. This Regulation does not therefore concern the processing of such anc
information, including for statistal or research purposes.

(27)This Regulation does not apply to the personal data of deceased persons. Stael
may provide for rules regarding the processing of personal data of deceased pers:

(28)The application of pseudonymisation to peodata can reduce the risks to the
subjects concerned and help controllers and processors to meet thgirotiattior
obligations. The explicit i ntroduct i
intended to preclude any other measuresatd protection.

(29)In order to create incentives to apply pseudonymisation when processing perso
measures of pseudonymisation should, whilst allowing general analysis, be possib
the same controller when that controller has taken technical and organisateasalre
necessary to ensure, for the processing concerned, that this Regulation is impleme
that additional information for attributing the personal data to a specific data subjec
separately. The controller processing the personal detalds indicate the authoris
persons within the same controller.

(30)Natural persons may be associated with online identifiers provided by their ¢
applications, tools and protocols, such as internet protocol addresses, cookie ider
othe identifiers such as radio frequency identification tags. This may leave traces
in particular when combined with unique identifiers and other information received
servers, may be used to create profiles of the natural persons and identify th

(31)Public authorities to which personal data are disclosed in accordance with a legal o
for the exercise of their official mission, such as tax and customs authorities, fi
investigation units, independent administrative authoribesinancial market authoriti
responsible for the regulation and supervision of securities markets should not be
as recipients if they receive personal data which are necessary to carry out a |
inquiry in the general interest, in acdance with Union or Member State law. -
requestgor disclosure sent by the public authorities should always be in writing, rei
and occasional and should not concern the entirety of a filing system or leac
interconnection of filing systems.h& processing of personal data by those p
authorities should comply with the applicable datatection rules according to f
purposes of the processing.

(32)Consent should be given by a clear affirmative act establishing a freely given, ¢
informed and unambiguous indication of the data subject's agreement to the proc:
personal data relating to him or her, such as by a written statement, including by e
means, or an oral statement. This could include ticking a box whemgiai interne
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website, choosing technical settings for information society services or another st
or conduct which clearly indicates in this context the data subject's acceptanc
proposed processing of his or her personal data. Silencéicked boxes or inactivi
should not therefore constitute consent. Consent should cover all processing
carried out for the same purpose or purposes. When the processing has multiple
consent should be given for all of them. If theadsibject's consent is to be given follov
a request by electronic means, the request must be clear, concise and not unn
disruptive to the use of the service for which it is provided.

(33)It is often not possible to fully identiftyhe purpose of personal data processing for scie
research purposes at the time of data collection. Therefore, data subjects should b
to give their consent to certain areas of scientific research when in keeping with rec
ethical standrds for scientific research. Data subjects should have the opportunity
their consent only to certain areas of research or parts of research projects to tl
allowed by the intended purpose.

(34)Genetic data should be defined as persoaia celating to the inherited or acquired get
characteristics of a natural person which result from the analysis of a biological
from the natural person in question, in particular chromosomal, deoxyribonucle
(DNA) or ribonucleic acid (RNA analysis, or from the analysis of another elel
enabling equivalent information to be obtained.

(35)Personal data concerning health should include all data pertaining to the health si
data subject which reveal information relating to thetpeaurrent or future physical
mental health status of the data subject. This includes information about the natur:
collected in the course of the registration for, or the provision of, health care ser
referred to in DirectivR011/24/EUof the European Parliament and of the Coufctb
that natural person; a number, symbol or particular assigneustoigl person to unique
identify the natural person for health purposes; information derived from the tes
examination of a body part or bodily substance, including from genetic data and bi
samples; and any information on, for exampleijsgaake, disability, disease risk, mec
history, clinical treatment or the physiological or biomedical state of the data :
independent of its source, for example from a physician or other health profess
hospital, a medical device or an itrg diagnostic test.

(36)The main establishment of a controller in the Union should be the place of its
administration in the Union, unless the decisions on the purposes and mean
processing of personal data are taken in another esialeirg of the controller in tl
Union, in which case that other establishment should be considered to be ti
establishment. The main establishment of a controller in the Union should be det
according to objective criteria and should imply théedfve and real exercise
management activities determining the main decisions as to the purposes and |
processing through stable arrangements. That criterion should not depend on wh
processing of personal data is carried out at thatitmt. The presence and use of tech
means and technologies for processing personal data or processing activities d
themselves, constitute a main establishment and are therefore not determining crit
main establishment. The main edisiment of the processor should be the place
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central administration in the Union or, if it has no central administration in the Unic
place where the main processing activities take place in the Union. In cases involv
the controller ad the processor, the competent lead supervisory authority should
the supervisory authority of the Member State where the controller has it
establishment, but the supervisory authority of the processor should be considere
supervisory athority concerned and that supervisory authority should participate
cooperation procedure provided for by this Regulation. In any case, the sup:
authorities of the Member State or MemBgates where the processor has one or
establishmets should not be considered to be supervisory authorities concerned w
draft decision concerns only the controller. Where the processing is carried out by
of undertakings, the main establishment of the controlling undertaking sho
consdered to be the main establishment of the group of undertakings, except wil
purposes and means of processing are determined by another undertaking.

(37)A group of undertakings should cover a controlling undertaking and its con
undertakings, whereby the controlling undertaking should be the undertaking wh
exert a dominant influence over the other undertakings by virtue, for exam
ownerdip, financial participation or the rules which govern it or the power to have pe
data protection rules implemented. An undertaking which controls the proces
personal data in undertakings affiliated to it should be regarded, together wi¢
undertakings, as a group of undertakings.

(38)Children merit specific protection with regard to their personal data, as they may
aware of the risks, consequences and safeguards concerned and their rights in t
the processing of personal data. Such specific protection should, iulsartapply to th
use of personal data of children for the purposes of marketing or creating perso!
user profiles and the collection of personal data with regard to children when using
offered directly to a child. The consent of the holdeparental responsibility should 1
be necessary in the context of preventive or counselling services offered directly tc

(39)Any processing of personal data should be lawful and fair. It should be transpi
natural persons that persdndata concerning them are collected, used, consuli
otherwise processed and to what extent the personal data are or will be proces
principle of transparency requires that any information and communication relatin:
processing of thoseepsonal data be easily accessible and easy to understand, and t
and plain language be used. That principle concerns, in particular, information to
subjects on the identity of the controller and the purposes of the processing ant
information to ensure fair and transparent processing in respect of the natural
concerned and their right to obtain confirmation and communication of person
concerning them which are being processed. Natural persons should be made
risks, rules, safeguards and rights in relation to the processing of personal data ar
exercise their rights in relation to such processing. In particular, the specific purp:
which personal data are processed should be explicit and legitinthtketermined at tl
time of the collection of the personal data. The personal data should be adequate
and limited to what is necessary for the purposes for which they are process:
requires, in particular, ensuring that the period for Whlee personal data are store
limited to a strict minimum. Personal data should be processed only if the purpos
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processing could not reasonably be fulfilled by other means. In order to ensure
personal data are not kept longer than sgaey, time limits should be established by
controller for erasure or for a periodic review. Every reasonable step should be -
ensure that personal data which are inaccurate are rectified or deleted. Personal di
be processed in a mannirat ensures appropriate security and confidentiality ¢
personal data, including for preventing unauthorised access to or use of personal
the equipment used for the processing.

(40)In order for processing to be lawful, personal data shbalprocessed on the basis o
consent of the data subject concerned or some other legitimate basis, laid dowr
either in this Regulation or in other Union or Member State law as referred to
Regulation, including the necessity for coraplce with the legal obligation to which
controller is subject or the necessity for the performance of a contract to which 1
subject is party or in order to take steps at the request of the data subject prior to
into a contract.

(41)Where this Regulation refers to a legal basis or a legislative measure, this c
necessarily require a legislative act adopted by a parliament, without preju
requirements pursuant to the constitutional order of the Me8th&z concerned. Howay
such a legal basis or legislative measure should be clear and precise and its a|
should be foreseeable to persons subject to it, in accordance with thevcas¢he Coul
of Justice of the Eur opean Upean&ourt ¢f Hume
Rights.

(42)Where processing is based the data subject's consent, the controller should be ¢
demonstrate that the data subject has given consent to the processing operation. In
in the context of a written declaration on another matter, safeguards should ensur:
data subject is aware of the fact that and the extent to which consent is given. In act
with Council Directive93/13/EEC(*) a declaration of consent pfermulated by th
controller should be provided in an intelligible and easily accessible form, using cl
plain language and it should not contain unfair terms. For consent to be informed,
subject show be aware at least of the identity of the controller and the purposes
processing for which the personal data are intended. Consent should not be re¢
freely given if the data subject has no genuine or free choice or is unable to r
withdraw consent without detriment.

(43)In order to ensure that consent is freely given, consent should not provide a va
ground for the processing of personal data in a specific case where there is a clear i
between the data subject ame tcontroller, in particular where the controller is a pt
authority and it is therefore unlikely that consent was freely given in all the circum:
of that specific situation. Consent is presumed not to be freely given if it does nc
separateonsent to be given to different personal data processing operations despite
appropriate in the individual case, or if the performance of a contract, includi
provision of a service, is dependent on the consent despite such consent notdessgi
for such performance.

(44)Processing should be lawful where it is necessary in the context of a contract or the
to enter into a contract.
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(45)Where processing is carried out in accordance with a legal obligation to which tiodlex
IS subject or where processing is necessary for the performance of a task carried
public interest or in the exercise of official authority, the processing should have a
Union or Member State law. This Regulation does not requispecific law for eac
individual processing. A law as a basis for several processing operations based ¢
obligation to which the controller is subject or where processing is necessary
performance of a task carried out in the public irgem in the exercise of an offic
authority may be sufficient. It should also be for Union or Member State law to det
the purpose of processing. Furthermore, that law could specify the general cond
this Regulation governing the lawfulnes¥ personal data processing, estal
specifications for determining the controller, the type of personal data which are st
the processing, the data subjects concerned, the entities to which the personal da
disclosed, the purpose limitams, the storage period and other measures to ensure
and fair processing. It should also be for Union or Member State law to determine
the controller performing a task carried out in the public interest or in the exercise of
authorty should be a public authority or another natural or legal person governed b
law, or, where it is in the public interest to do so, including for health purposes :
public health and social protection and the management of health caressdyipevat
law, such as a professional association.

(46)The processing of personal data should also be regarded to be lawful where it is r
to protect an interest which is essential for the life of the data subject or that of
natural @rson. Processing of personal data based on the vital interest of anothe
person should in principle take place only where the processing cannot be manifes
on another legal basis. Some types of processing may serve both important gf
public interest and the vital interests of the data subject as for instance when proc
necessary for humanitarian purposes, including for monitoring epidemics and thei
or in situations of humanitarian emergencies, in particular in sigof natural and me
made disasters.

(47)The legitimate interests of a controller, including those of a controller to which the p
data may be disclosed, or of a third party, may provide a legal basis for processing,
that the interest®r the fundamental rights and freedoms of the data subject ¢
overriding, taking into consideration the reasonable expectations of data subjects
their relationship with the controller. Such legitimate interest could exist for example
there is a relevant and appropriate relationship between the data subject and the
in situations such as where the data subject is a client or in the service of the cont
any rate the existence of a legitimate interest would need cassessament includii
whether a data subject can reasonably expect at the time and in the context of the
of the personal data that processing for that purpose may take place. The intel
fundamental rights of the data subject could in paldicoverride the interest of the d
controller where personal data are processed in circumstances where data subje
reasonably expect further processing. Given that it is for the legislator to provide
for the legal basis for public auttittes to process personal data, that legal basis shot
apply to the processing by public authorities in the performance of their task
processing of personal data strictly necessary for the purposes of preventing fr.
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constitutes a legitiatte interest of the data controller concerned. The processing of p
data for direct marketing purposes may be regarded as carried out for a legitimate

(48)Controllers that are part of a group of undertakings or institutions affiliatadcantre
body may have a legitimate interest in transmitting personal data within the gi
undertakings for internal administrative purposes, including the processing of cli
employees' personal data. The general principles for the trangfersoinal data, within
group of undertakings, to an undertaking located in a third country remain unaffect

(49)The processing of personal data to the extent strictly necessary and proportionalt
purposes of ensuring network and informatienusity, i.e. the ability of a network or
information system to resist, at a given level of confidence, accidental events or L
or malicious actions that compromise the availability, authenticity, integrity
confidentiality of stored or transtted personal data, and the security of the related se
offered by, or accessible via, those networks and systems, by public authori
computer emergency response teams (CERTS), computer security incident respot
(CSIRTS), by providers otlectronic communications networks and services ar
providers of security technologies and services, constitutes a legitimate interest of
controller concerned. This could, for example, include preventing unauthorised a
electroniccommmi cati ons networ ks and mal i ci
of serviced attacks and damage to col

(50)The processing of personal data for purposes other than those for which the pers
were hitially collected should be allowed only where the processing is compatible w
purposes for which the personal data were initially collected. In such a case, no le
separate from that which allowed the collection of the personal data iseceqgifi the
processing is necessary for the performance of a task carried out in the public inte
the exercise of official authority vested in the controller, Union or Member State la
determine and specify the tasks and purposes for wheckutther processing should
regarded as compatible and lawful. Further processing for archiving purposes in tr
interest, scientific or historical research purposes or statistical purposes sh
considered to be compatible lawful processipgrations. The legal basis provided
Union or Member State law for the processing of personal data may also provide
basis for further processing. In order to ascertain whether a purpose of further pr:
is compatible with the purpose for whi the personal data are initially collected,
controller, after having met all the requirements for the lawfulness of the o
processing, should take into account, inter alia: any link between those purposes
purposes of the intended furthgrocessing; the context in which the personal data
been collected, in particular the reasonable expectations of data subjects basec
relationship with the controller as to their further use; the nature of the personal c
consequencesf the intended further processing for data subjects; and the existe
appropriate safeguards in both the original and intended further processing operat

Where the data subject has given consent or the processing is based on Union ol
Statelaw which constitutes a necessary and proportionate measure in a democrati
to safeguard, in particular, important objectives of general public interest, the cc
should be allowed to further process the personal data irrespective of thatibditypof
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the purposes. In any case, the application of the principles set out in this Regulatic
particular the information of the data subject on those other purposes and on h
rights including the right to object, should be ensuredichting possible criminal acts
threats to public security by the controller and transmitting the relevant personal
individual cases or in several cases relating to the same criminal act or threats 1
security to a competent authority siteh be regarded as being in the legitimate int
pursued by the controller. However, such transmission in the legitimate interes
controller or further processing of personal data should be prohibited if the proce
not compatible with a tgal, professional or other binding obligation of secrecy.

(51)Personal data which are, by their nature, particularly sensitive in relation to fund:
rights and freedoms merit specific protection as the context of their processing cou
significant risks to the fundamental rights and freedoms. Those pérdata shoul
include personal data revealing raci
origindé in this Regulation does not
attempt to determine the existence of separate human raeegrdcessing of photograj
should not systematically be considered to be processing of special categories of
data as they are covered by the definition of biometric data only when processed t
specific technical means allowing the unigdentification or authentication of a natt
person. Such personal data should not be processed, unless processing is allowed
cases set out in this Regulation, taking into account that Member States law may |
specific provisions on dafarotection in order to adapt the application of the rules o
Regulation for compliance with a legal obligation or for the performance of a task
out in the public interest or in the exercise of official authority vested in the contro
addition to the specific requirements for such processing, the general principles a
rules of this Regulation should apply, in particular as regards the conditions for
processing. Derogations from the general prohibition for processing shlsm@ategorie
of personal data should be explicitly provided, inter alia, where the data subject g
or her explicit consent or in respect of specific needs in particular where the proce
carried out in the course of legitimate activitigsdertain associations or foundations
purpose of which is to permit the exercise of fundamental freedoms.

(52)Derogating from the prohibition on processing special categories of personal dat:
also be allowed when provided for in Union or MemiState law and subject to suite
safeguards, so as to protect personal data and other fundamental rights, where i
public interest to do so, in particular processing personal data in the field of empl
law, social protection law includinpensions and for health security, monitoring and
purposes, the prevention or control of communicable diseases and other serious
health. Such a derogation may be made for health purposes, including public healtl
management of hdhlcare services, especially in order to ensure the quality an¢
effectiveness of the procedures used for settling claims for benefits and service
health insurance system, or for archiving purposes in the public interest, sciet
historial research purposes or statistical purposes. A derogation should also a
processing of such personal data where necessary for the establishment, exercise
of legal claims, whether in court proceedings or in an administrative eof-maurt
procedure.
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(53)Special categories of personal data which merit higher protection should be proce
healthrelated purposes only where necessary to achieve those purposes for the |
natural persons and society as a whole, in particalt#rae context of the managemen
health or social care services and systems, including processing by the manage
central national health authorities of such data for the purpose of quality ¢
management information and the general nationdllacal supervision of the health
social care system, and ensuring continuity of health or social care anebards
healthcare or health security, monitoring and alert purposes, or for archiving purg
the public interest, scientific or histoal research purposes or statistical purposes,
on Union or Member State law which has to meet an objective of public interest, as
for studies conducted in the public interest in the area of public health. Therefc
Regulation should pwide for harmonised conditions for the processing of sg
categories of personal data concerning health, in respect of specific needs, in |
where the processing of such data is carried out for certain fekited purposes
persons subjedb a legal obligation of professional secrecy. Union or Member Sta
should provide for specific and suitable measures so as to protect the fundamen
and the personal data of natural persons. Member States should be allowed to m
introduce further conditions, including limitations, with regard to the processing of ¢
data, biometric data or data concerning health. However, this should not hamper
flow of personal data within the Union when those conditions apply to -baose
processing of such data.

(54)The processing of special categories of personal data may be necessary for reason
interest in the areas of public health without consent of the data subject. Such pr
should be subject to suitable and specific measures so as to preteghts and freedor
o f natur al persons. I n that cont ext,
Regulation (EC) No 1338/2008 of the European Parliament and of the Ceynedmel
all elements related to health, namely health status, including morbidity and disabi
determinants having an effect on that health status, health care needs, redmoaies
to health care, the provision of, and universal access to, health care as well as ht
expenditure and financing, and the causes of mortality. Such processing of data cc
health for reasons of public interest should not result isgmel data being processed
other purposes by third parties such as employers or insurance and banking comg

(55)Moreover, the processing of personal data by official authorities for the purp
achieving the aims, laid down by constitutibew or by international public law,
officially recognised religious associations, is carried out on grounds of public intel

(56)Where in the course of electoral activities, the operation of the democratic syst
MemberState requires that political parties compile personal data on people's
opinions, the processing of such data may be permitted for reasons of ptdviést
provided that appropriate safeguards are established.

(57)If the personal data processed by a controller do not permit the controller to id:
natural person, the data controller should not be obliged to acquire additional info
in order to identify the data subject for the sole purpose of complying with any prc
of this Regulation. However, the controller should not refuse to take additional infor
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provided by the data subject in order to support the exercise of his aighes
Identification should include the digital identification of a data subject, for example ti
authentication mechanism such as the same credentials, used by the data subjat
to the online service offered by the data controller.

(58)The principle of transparency requires that any information addressed to the pub
the data subject be concise, easily accessible and easy to understand, and that
plain language and, additionally, where appropriate, visualisation be Gaexd
information could be provided in electronic form, for example, when addressed
public, through a website. This is of particular relevance in situations whe
proliferation of actors and the technological complexity of practice make ituliffar the
data subject to know and understand whether, by whom and for what purpose pers
relating to him or her are being collected, such as in the case of online advertisint
that children merit specific protection, any information andnmwnication, whel
processing is addressed to a child, should be in such a clear and plain languag
child can easily understand.

(59)Modalities should be provided for facilitating the exercise of the data subject's right
this Regulationincluding mechanisms to request and, if applicable, obtain, free of ¢
in particular, access to and rectification or erasure of personal data and the exerc
right to object. The controller should also provide means for requests to be
electronically, especially where personal data are processed by electronic me:
controller should be obliged to respond to requests from the data subject withot
delay and at the latest within one month and to give reasons where the conteslen
intend to comply with any such requests.

(60)The principles of fair and transparent processing require that the data subject be
of the existence of the processing operation and its purposes. The controller shoul
the data subject with any further information necessary to ensure fair and trar
processing taking into account the specific circumstances and contextimtiadiperson
data are processed. Furthermore, the data subject should be informed of the exi
profiling and the consequences of such profiling. Where the personal data are ¢
from the data subject, the data subject should also be irdosmmether he or she is oblig
to provide the personal data and of the consequences, where he or she does n
such data. That information may be provided in combination with standardised i
order to give in an easily visible, intelligible actearly legible manner, a meaning
overview of the intended processing. Where the icons are presented electronice
should be machineeadable.

(61)The information in relation to the processing of personal data relating to the data
shauld be given to him or her at the time of collection from the data subject, or, wh
personal data are obtained from another source, within a reasonable period, depe
the circumstances of the case. Where personal data can be legitimatesedisclanoth
recipient, the data subject should be informed when the personal data are first dis
the recipient. Where the controller intends to process the personal data for a purp:
than that for which they were collected, the contrdlesuld provide the data subject p
to that further processing with information on that other purpose and other ne
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information. Where the origin of the personal data cannot be provided to the date
because various sources have been usedrgl information should be provided.

(62)However, it is not necessary to impose the obligation to provide information where 1
subject already possesses the information, where the recording or disclosure of the
data is expressly laid da by law or where the provision of information to the data st
proves to be impossible or would involve a disproportionate effort. The latter cc
particular be the case where processing is carried out for archiving purposes in tt
interest scientific or historical research purposes or statistical purposes. In that rec
number of data subjects, the age of the data and any appropriate safeguards adop
be taken into consideration.

(63)A data subject should have the rightagtess to personal data which have been coll
concerning him or her, and to exercise that right easily and at reasonable intervals
to be aware of, and verify, the lawfulness of the processing. This includes the right
subjects to haaaccess to data concerning their health, for example the data in their
records containing information such as diagnoses, examination results, assess
treating physicians and any treatment or interventions provided. Every data subjec
therefore have the right to know and obtain communication in particular with regar:
purposes for which the personal data are processed, where possible the period -
the personal data are processed, the recipients of the personal datgictiverddved ir
any automatic personal data processing and, at least when based on profi
consequences of such processing. Where possible, the controller should be able t
remote access to a secure system which would provide the data suthjetirect acces
to his or her personal data. That right should not adversely affect the rights or free
others, including trade secrets or intellectual property and in particular the co
protecting the software. However, the result of ¢hasnsiderations should not be a ref
to provide all information to the data subject. Where the controller processes
guantity of information concerning the data subject, the controller should be able to
that, before the information is ldeered, the data subject specify the informatiol
processing activities to which the request relates.

(64)The controller should use all reasonable measures to verify the identity of a date
who requests access, in particular in the conteantifie services and online identifiers
controller should not retain personal data for the sole purpose of being able to
potential requests.

(65)A data subject should have the right to have personal data concerning him or her
and a 6right to be forgottend where
Union or MembeiState law to which the controller is subject. In paracud data subje
should have the right to have his or her personal data erased and no longer proces
the personal data are no longer necessary in relation to the purposes for which
collected or otherwise processed, where a data sulggsaetithdrawn his or her consen
objects to the processing of personal data concerning him or her, or where the pr
of his or her personal data does not otherwise comply with this Regulation. That
relevant in particular where the data jgab has given his or her consent as a child
not fully aware of the risks involved by the processing, and later wants to remo
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personal data, especially on the internet. The data subject should be able to exe
right notwithstanding t fact that he or she is no longer a child. However, the fi
retention of the personal data should be lawful where it is necessary, for exercising
of freedom of expression and information, for compliance with a legal obligation,

perfamance of a task carried out in the public interest or in the exercise of official at
vested in the controller, on the grounds of public interest in the area of public he:
archiving purposes in the public interest, scientific or historieakarch purposes
statistical purposes, or for the establishment, exercise or defence of legal claims.

(66)To strengthen the right to be forgotten in the online environment, the right to erasur:
also be extended in such a way that a contrelles has made the personal data pi
should be obliged to inform the controllers which are processing such personal date
any links to, or copies or replications of those personal data. In doing so, that cc
should take reasonable stepgirg into account available technology and the m
available to the controller, including technical measures, to inform the controllers
are processing the personal data of the data subject's request.

(67)Methods by which to restrict the procesgiof personal data could include, inter i
temporarily moving the selected data to another processing system, making the
personal data unavailable to users, or temporarily removing published data from a
In automated filing systems,ghrestriction of processing should in principle be ensur
technical means in such a manner that the personal data are not subject to further
operations and cannot be changed. The fact that the processing of personal data is
shouldbe clearly indicated in the system.

(68)To further strengthen the control over his or her own data, where the processing of
data is carried out by automated means, the data subject should also be allowed
personal data concerning hian her which he or she has provided to a controller
structured, commonly used, machie@adable and interoperable format, and to trans
to another controller. Data controllers should be encouraged to develop interc
formats that enable daportability. That right should apply where the data subject prc
the personal data on the basis of his or her consent or the processing is necess:
performance of a contract. It should not apply where processing is based on a leg:
other than consent or contract. By its very nature, that right should not be exerciser
controllers processing personal data in the exercise of their public duties. It should t
not apply where the processing of the personal data is necessaoynipliance with a leg
obligation to which the controller is subject or for the performance of a task carriec
the public interest or in the exercise of an official authority vested in the controlle
data subject's right to transmit or raepersonal data concerning him or her shoul
create an obligation for the controllers to adopt or maintain processing systems w
technically compatible. Where, in a certain set of personal data, more than one dat
is concerned, the righo receive the personal data should be without prejudice to the
and freedoms of other data subjects in accordance with this Regulation. Furtherm
right should not prejudice the right of the data subject to obtain the erasure of perta
and the limitations of that right as set out in this Regulation and should, in particu
imply the erasure of personal data concerning the data subject which have been
by him or her for the performance of a contract to the extent thatoaras long as tt
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personal data are necessary for the performance of that contract. Where technically
the data subject should have the right to have the personal data transmitted dire
one controller to another.

(69)Where personalata might lawfully be processed because processing is necessar
performance of a task carried out in the public interest or in the exercise of official al
vested in the controller, or on grounds of the legitimate interests of a contradlehioc
party, a data subject should, nevertheless, be entitled to object to the processir
personal data relating to his or her particular situation. It should be for the contr
demonstrate that its compelling legitimate interest overrittes interests or ti
fundamental rights and freedoms of the data subject.

(70)Where personal data are processed for the purposes of direct marketing, the da
should have the right to object to such processing, including profiling to the thaéer
is related to such direct marketing, whether with regard to initial or further proces
any time and free of charge. That right should be explicitly brought to the attentior
data subject and presented clearly and separately frontlaamnyimformation.

(71)The data subject should have the right not to be subject to a decision, which may i
measure, evaluating personal aspects relating to him or her which is based <
automated processing and which produces legal effeatserning him or her or simila
significantly affects him or her, such as automatic refusal of an online credit applic:
erecruiting practices without any hun
that consists of any form of autated processing of personal data evaluating the pe
aspects relating to a natural person, in particular to analyse or predict aspects cc
the data subject's performance at work, economic situation, health, personal prefe
interests, rehbility or behaviour, location or movements, where it produces legal ¢
concerning him or her or similarly significantly affects him or her. However, dee
making based on such processing, including profiling, should be allowed where e:
authorised by Union or Membetate law to which the controller is subject, including
fraud and tasevasion monitoring and prevention purposes conducted in accordan
the regulations, standards and recommendations of Union institutions or natenségl
bodies and to ensure the security and reliability of a service provided by the contr
necessary for the entering or performance of a contract between the data subijt
controller, or when the data subject has given his or her exgicgent. In any case, st
processing should be subject to suitable safeguards, which should include
information to the data subject and the right to obtain human intervention, to expre:
her point of view, to obtain an explanation of threxidion reached after such assess
and to challenge the decision. Such measure should not concern a child.

In order to ensure fair and transparent processing in respect of the data subject, te
account the specific circumstances and contexthithvthe personal data are proces
the controller should use appropriate mathematical or statistical procedures
profiling, implement technical and organisational measures appropriate to en:
particular, that factors which result in inacades in personal data are corrected an
risk of errors is minimised, secure personal data in a manner that takes accou
potential risks involved for the interests and rights of the data subject and that p
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inter alia, discriminatory effcts on natural persons on the basis of racial or ethnic «
political opinion, religion or beliefs, trade union membership, genetic or health st
sexual orientation, or that result in measures having such an effect. Automated ¢
making andprofiling based on special categories of personal data should be allow
under specific conditions.

(72)Profiling is subject to the rules of this Regulation governing the processing of persot
such as the legal grounds for processing aa gattection principles. The European [
Protection Board established by this
guidance in that context.

(73)Restrictions concerning specific principles and the rights of information, access
rectification or erasure of personal data, the right to data portability, the right to
decisions based on profiling, as well as the communication of a petaiadbreach to
data subject and certain related obligations of the controllers may be imposed by |
Member State law, as far as necessary and proportionate in a democratic s
safeguard public security, including the protection of humaneldpecially in response
natural or manmade disasters, the prevention, investigation and prosecution of
offences or the execution of criminal penalties, including the safeguarding against
prevention of threats to public security, orwéaches of ethics for regulated profess
other important objectives of general public interest of the Union or of a Member
particular an important economic or financial interest of the Union or of a Membel
the keeping of public regists kept for reasons of general public interest, further proci
of archived personal data to provide specific information related to the political bel
under former totalitarian state regimes or the protection of the data subject or the ri
freedoms of others, including social protection, public health and humanitarian pt
Those restrictions should be in accordance with the requirements set out in the Ch
in the European Convention for the Protection of Human Rights and Funidd
Freedoms.

(74)The responsibility and liability of the controller for any processing of personal data
out by the controller or on the controller's behalf should be established. In partict
controller should be obliged to implement egriate and effective measures and be
to demonstrate the compliance of processing activities with this Regulation, incluc
effectiveness of the measures. Those measures should take into account the natt
context and purposes of the pegsing and the risk to the rights and freedoms of n
persons.

(75)The risk to the rights and freedoms of natural persons, of varying likelihood and s
may result from personal data processing which could lead to physical, materiat
material damage, in particular. where the processing may give rise to discrimi
identity theft or fraud, financial loss, damage to the reputation, loss of confidenti
personal data protected by professional secrecy, unauthorised revel
psewonymisation, or any other significant economic or social disadvantage; whe
subjects might be deprived of their rights and freedoms or prevented from exi
control over their personal data; where personal data are processed which revea
ethnic origin, political opinions, religion or philosophical beliefs, trade union membe
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and the processing of genetic data, data concerning health or data concerning s
criminal convictions and offences or related security measures; poes@nal aspects :
evaluated, in particular analysing or predicting aspects concerning performance
economic situation, health, personal preferences or interests, reliability or bel
location or movements, in order to create or use perpoofiles; where personal data
vulnerable natural persons, in particular of children, are processed; or where pr
involves a large amount of personal data and affects a large number of data subje

(76)The likelihood and severity of the kiso the rights and freedoms of the data subject s
be determined by reference to the nature, scope, context and purposes of the pi
Risk should be evaluated on the basis of an objective assessment, by which it is es
whether data prossing operations involve a risk or a high risk.

(77)Guidance on the implementation of appropriate measures and on the demonst
compliance by the controller or the processor, especially as regards the identificatit
risk related to the poessing, their assessment in terms of origin, nature, likelihoc
severity, and the identification of best practices to mitigate the risk, could be pro\
particular by means of approved codes of conduct, approved certifications, gu
provided by the Board or indications provided by a data protection officer. The Boa
also issue guidelines on processing operations that are considered to be unlikely
in a high risk to the rights and freedoms of natural persons and indicate vasaireseme
be sufficient in such cases to address such risk.

(78)The protection of the rights and freedoms of natural persons with regard to the prt
of personal data require that appropriate technical and organisational measures o
ensure that the requirements of this Regulation are met. In order to be able to der
compliance with this Regulation, the controller should adopt internal policie
implement measures which meet in particular the principles of data protbgtiesig!
and data protection by default. Such measures could consist, inter alia, of minimi
processing of personal data, pseudonymising personal data as soon as
transparency with regard to the functions and processing of personairddiing the da
subject to monitor the data processing, enabling the controller to create and
security features. When developing, designing, selecting and using applications,
and products that are based on the processing of personal gateess personal date
fulfil their task, producers of the products, services and applications should be enc
to take into account the right to data protection when developing and designir
products, services and applications and, withrdgard to the state of the art, to make
that controllers and processors are able to fulfil their data protection obligatior
principles of data protection by design and by default should also be take
consideration in the context of pubtenders.

(79)The protection of the rights and freedoms of data subjects as well as the responsil
liability of controllers and processors, also in relation to the monitoring by and me
of supervisory authorities, requires a clear allocabbrihe responsibilities under tl
Regulation, including where a controller determines the purposes and mean:
processing jointly with other controllers or where a processing operation is carriec
behalf of a controller.
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(80)Where a contrdér or a processor not established in the Union is processing persol
of data subjects who are in the Union whose processing activities are related to the
of goods or services, irrespective of whether a payment of the data subject igirdq
such data subjects in the Union, or to the monitoring of their behaviour as far
behaviour takes place within the Union, the controller or the processor should des
representative, unless the processing is occasional, does not imdudssing, on a lar
scale, of special categories of personal data or the processing of personal data r
criminal convictions and offences, and is unlikely to result in a risk to the righ
freedoms of natural persons, taking into accoumntture, context, scope and purpos
the processing or if the controller is a public authority or body. The representative
act on behalf of the controller or the processor and may be addressed by any su
authority. The representative sha be explicitly designated by a written mandate o
controller or of the processor to act on its behalf with regard to its obligations un
Regulation. The designation of such a representative does not affect the respons
liability of the controller or of the processor under this Regulation. Such a represi
should perform its tasks according to the mandate received from the controller or pr
including cooperating with the competent supervisory authorities with regard &zthon
taken to ensure compliance with this Regulation. The designated representative <
subject to enforcement proceedings in the event ofcoompliance by the controller
processor.

(81)To ensure compliance with the requirements of this Réigu in respect of the process
to be carried out by the processor on behalf of the controller, when entrusting a p
with processing activities, the controller should use only processors providing st
guarantees, in particular in terms expert knowledge, reliability and resources
implement technical and organisational measures which will meet the requirement
Regulation, including for the security of processing. The adherence of the proces:
approved code of conduct an approved certification mechanism may be used
element to demonstrate compliance with the obligations of the controller. The camy
of processing by a processor should be governed by a contract or other legal ¢
Union or Member Statev, binding the processor to the controller, setting out the st
matter and duration of the processing, the nature and purposes of the processing
of personal data and categories of data subjects, taking into account the specific f
regonsibilities of the processor in the context of the processing to be carried out
risk to the rights and freedoms of the data subject. The controller and processor me
to use an individual contract or standard contractual clauses whictd@peea eithe
directly by the Commission or by a supervisory authority in accordance wi
consistency mechanism and then adopted by the Commission. After the completic
processing on behalf of the controller, the processor should, at the chthieecontrollel
return or delete the personal data, unless there is a requirement to store the per:
under Union or Member State law to which the processor is subject.

(82)In order to demonstrate compliance with this Regulation, the controller or processo
maintain records of processing activities under its responsibility. Each controll
processor should be obliged to cooperate with the supervisory authoritgakedthos
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records, on request, available to it, so that it might serve for monitoring those prc
operations.

(83)In order to maintain security and to prevent processing in infringement of this Reg
the controller or processor should evaduahe risks inherent in the processing
implement measures to mitigate those risks, such as encryption. Those measur:
ensure an appropriate level of security, including confidentiality, taking into acco!
state of the art and the costsraplementation in relation to the risks and the nature «
personal data to be protected. In assessing data security risk, consideration shoulc
to the risks that are presented by personal data processing, such as accidental o
destrudon, loss, alteration, unauthorised disclosure of, or access to, person
transmitted, stored or otherwise processed which may in particular lead to p
material or normaterial damage.

(84)In order to enhance compliance with this Regulatvbere processing operations are lil
to result in a high risk to the rights and freedoms of natural persons, the controlle
be responsible for the carryiugit of a data protection impact assessment to evalu
particular, the origin, naturgarticularity and severity of that risk. The outcome oi
assessment should be taken into account when determining the appropriate meas
taken in order to demonstrate that the processing of personal data complies
Regulation. Where a taprotection impact assessment indicates that proce
operations involve a high risk which the controller cannot mitigate by appropriate m
in terms of available technology and costs of implementation, a consultation
supervisory authoritghould take place prior to the processing.

(85)A personal data breach may, if not addressed in an appropriate and timely mann
in physical, material or nematerial damage to natural persons such as loss of contr
their personal data ointitation of their rights, discrimination, identity theft or fra
financial loss, unauthorised reversal of pseudonymisation, damage to reputation
confidentiality of personal data protected by professional secrecy or any other sic
econome or social disadvantage to the natural person concerned. Therefore, as sc
controller becomes aware that a personal data breach has occurred, the controll
notify the personal data breach to the supervisory authority without undue dd|ayhain
feasible, not later than 72 hours after having become aware of it, unless the con
able to demonstrate, in accordance with the accountability principle, that the persc
breach is unlikely to result in a risk to the rights and foeesl of natural persons. Wh
such notification cannot be achieved within 72 hours, the reasons for the delay
accompany the notification and information may be provided in phases without
further delay.

(86)The controller should communicate the data subject a personal data breach, w
undue delay, where that personal data breach is likely to result in a high risk to tt
and freedoms of the natural person in order to allow him or her to take the ne
precautions. The commuation should describe the nature of the personal data bre
well as recommendations for the natural person concerned to mitigate potential
effects. Such communications to data subjects should be made as soon as r¢
feasible and in closeooperation with the supervisory authority, respecting guic
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provided by it or by other relevant authorities such asdafercement authorities. F
example, the need to mitigate an immediate risk of damage would call for
communication with dat subjects whereas the need to implement appropriate me
against continuing or similar personal data breaches may justify more tir
communication.

(87)It should be ascertained whether all appropriate technological protection and organ
measures have been implemented to establish immediately whether a personal d¢
has taken place and to inform promptly the supervisory authority and the data sub
fact that the notification was made without undue delay should be estalibgimaglintc
account in particular the nature and gravity of the personal data breach and its cons
and adverse effects for the data subject. Such notification may result in an interve
the supervisory authority in accordance with its taskd powers laid down in tt
Regulation.

(88)In setting detailed rules concerning the format and procedures applicable to the nor
of personal data breaches, due consideration should be given to the circumstanc
breach, including whether not personal data had been protected by appropriate te:
protection measures, effectively limiting the likelihood of identity fraud or other for
misuse. Moreover, such rules and procedures should take into account the le
interests ofaw-enforcement authorities where early disclosure could unnecessarily |
the investigation of the circumstances of a personal data breach.

(89)Directive 95/46/EC provided for a general obligation to notify the processing of pe
data to the sugrvisory authorities. While that obligation produces administrative
financial burdens, it did not in all cases contribute to improving the protection of p
data. Such indiscriminate general notification obligations should therefore be ab
and replaced by effective procedures and mechanisms which focus instead on th
of processing operations which are likely to result in a high risk to the rights and fr
of natural persons by virtue of their nature, scope, context and purusdstypes (
processing operations may be those which in, particular, involve using new techn
or are of a new kind and where no data protection impact assessment has been
before by the controller, or where they become necessary ligihef the time that h:
elapsed since the initial processing.

(90)In such cases, a data protection impact assessment should be carried out by the
prior to the processing in order to assess the particular likelihood and severity of
risk, taking into account the nature, scope, context and purposes of the processin
sources of the risk. That impact assessment should include, in particular, the n
safeguards and mechanisms envisaged for mitigating that risk, ensurprgtition o
personal data and demonstrating compliance with this Regulation.

(91)This should in particular apply to largeale processing operations which aim to proc
considerable amount of personal data at regional, national or supranational level al
could affect a large number of data subjects and which are likelyuio irea high risk, fo
example, on account of their sensitivity, where in accordance with the achieved
technological knowledge a new technology is used on a large scale as well as
processing operations which result in a high risk taitites and freedoms of data subje
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in particular where those operations render it more difficult for data subjects to €
their rights. A data protection impact assessment should also be made where pers
are processed for taking decisioregarding specific natural persons following
systematic and extensive evaluation of personal aspects relating to natural persc
on profiling those data or following the processing of special categories of persor
biometric data, or data amriminal convictions and offences or related security mea:
A data protection impact assessment is equally required for monitoring publicly ac
areas on a large scale, especially when using-efgatronic devices or for any otl
operations \were the competent supervisory authority considers that the processing
to result in a high risk to the rights and freedoms of data subjects, in particular bece
prevent data subjects from exercising a right or using a service or a cootrbetaus
they are carried out systematically on a large scale. The processing of personal de
not be considered to be on a large scale if the processing concerns personal (
patients or clients by an individual physician, other healta peofessional or lawyer.
such cases, a data protection impact assessment should not be mandatory.

(92)There are circumstances under which it may be reasonable and economical for th
of a data protection impact assessment to be broadertbargle project, for examy
where public authorities or bodies intend to establish a common application or prc
platform or where several controllers plan to introduce a common application or prc
environment across an industry sector or sagror for a widely used horizontal activi

(93)In the context of the adoption of the Member State law on which the performanc:
tasks of the public authority or public body is based and which regulates the
processing operation or sdétaperations in question, Member States may deem it nec
to carry out such assessment prior to the processing activities.

(94)\Where a data protection impact assessment indicates that the processing wou
absence of safeguards, security meas and mechanisms to mitigate the risk, resul
high risk to the rights and freedoms of natural persons and the controller is of the
that the risk cannot be mitigated by reasonable means in terms of available tech
and costs of implenmtation, the supervisory authority should be consulted prior to th
of processing activities. Such high risk is likely to result from certain types of proc
and the extent and frequency of processing, which may result also in a realisatioagx
or interference with the rights and freedoms of the natural person. The supervisory ¢
should respond to the request for consultation within a specified period. Howe
absence of a reaction of the supervisory authority within that pehodld be withot
prejudice to any intervention of the supervisory authority in accordance with its ta:
powers laid down in this Regulation, including the power to prohibit processing ope
As part of that consultation process, the outcome ddta protection impact assessn
carried out with regard to the processing at issue may be submitted to the sug
authority, in particular the measures envisaged to mitigate the risk to the rigl
freedoms of natural persons.

(95)The process should assist the controller, where necessary and upon request, in «
compliance with the obligations deriving from the carrying out of data protection |
assessments and from prior consultation of the supervisory authority.
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(96)A consultation of the supervisory authority should also take place in the course
preparation of a legislative or regulatory measure which provides for the proces
personal data, in order to ensure compliance of the intended processingsiéghiatio
and in particular to mitigate the risk involved for the data subject.

(97)Where the processing is carried out by a public authority, except for courts or inde
judicial authorities when acting in their judicial capacity, where, ingheate secto
processing is carried out by a controller whose core activities consist of pro
operations that require regular and systematic monitoring of the data subjects o1
scale, or where the core activities of the controller or tbegmsor consist of processing
a large scale of special categories of personal data and data relating to criminal co
and offences, a person with expert knowledge of data protection law and practice
assist the controller or processor tomtor internal compliance with this Regulation
the private sector, the core activities of a controller relate to its primary activities
not relate to the processing of personal data as ancillary activities. The necessan
expert knowlede should be determined in particular according to the data proc
operations carried out and the protection required for the personal data processt
controller or the processor. Such data protection officers, whether or not they
employeeof the controller, should be in a position to perform their duties and task
independent manner.

(98)Associations or other bodies representing categories of controllers or processors ¢
encouraged to draw up codes of conduct, withinlithés of this Regulation, so as
facilitate the effective application of this Regulation, taking account of the s
characteristics of the processing carried out in certain sectors and the specific
micro, small and medium enterprises. hrtgular, such codes of conduct could calik
the obligations of controllers and processors, taking into account the risk likely t
from the processing for the rights and freedoms of natural persons.

(99)When drawing up a code of conduct, ohem amending or extending such a c
associations and other bodies representing categories of controllers or processo
consult relevant stakeholders, including data subjects where feasible, and have
submissions received and views expegkin response to such consultations.

(100In order to enhance transparency and compliance with this Regulation, the estab
of certification mechanisms and data protection seals and marks should be enc
allowing data subjects to quickssess the level of data protection of relevant pro
and services.

(101 Flows of personal data to and from countries outside the Union and interr
organisations are necessary for the expansion of international trade and intel
cooperatn. The increase in such flows has raised new challenges and conce
regard to the protection of personal data. However, when personal data are tre
from the Union to controllers, processors or other recipients in third countrie:
interndional organisations, the level of protection of natural persons ensured in th
by this Regulation should not be undermined, including in cases of onward tran
personal data from the third country or international organisation to contrphecsssol
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in the same or another third country or international organisation. In any event, t
to third countries and international organisations may only be carried out
compliance with this Regulation. A transfer could take place onsuijject to the oth
provisions of this Regulation, the conditions laid down in the provisions of this Reg
relating to the transfer of personal data to third countries or international organisat
complied with by the controller or processor.

(102 This Regulation is without prejudice to international agreements concluded betw
Union and third countries regulating the transfer of personal data including app
safeguards for the data subjects. Member States may conclude inteinagieemen
which involve the transfer of personal data to third countries or interne
organisations, as far as such agreements do not affect this Regulation or a
provisions of Union law and include an appropriate level of protection féutioeamente
rights of the data subjects.

(103'The Commission may decide with effect for the entire Union that a third coul
territory or specified sector within a third country, or an international organisation,
an adequate level of dataopection, thus providing legal certainty and uniforr
throughout the Union as regards the third country or international organisation v
considered to provide such level of protection. In such cases, transfers of person.
that third countryor international organisation may take place without the need to
any further authorisation. The Commission may also decide, having given notic
full statement setting out the reasons to the third country or international organisi
revake such a decision.

(104In line with the fundamental values on which the Union is founded, in particul
protection of human rights, the Commission should, in its assessment of the third
or of a territory or specified sector within a thicduntry, take into account how
particular third country respects the rule of law, access to justice as well as inter
human rights norms and standards and its general and sectoral law, including le
concerning public security, defence amational security as well as public order
criminal law. The adoption of an adequacy decision with regard to a territory or a sj
sector in a third country should take into account clear and objective criteria, !
specific processing activis and the scope of applicable legal standards and legi
in force in the third country. The third country should offer guarantees ensur
adequate level of protection essentially equivalent to that ensured within the U
particular where @rsonal data are processed in one or several specific sect
particular, the third country should ensure effective independent data prc
supervision and should provide for cooperation mechanisms with the Member Sta
protection authoritie, and the data subjects should be provided with effectiv:
enforceable rights and effective administrative and judicial redress.

(105 Apart from the international commitments the third country or international organ
has entered into, the Commission should take account of obligations arising from-
country's or international organisation's participation in multilateral or regional s'
in particular in relation to the protection of personal data, as wétleasnplementatic
of such obligations. In particular, the third country's accession to the Council of
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Convention of 28anuaryl981 for the Protection of Individuals with regard to
Automatic Processing of Personal Data and its Additional Bobghould be taken in
account. The Commission should consult the Board when assessing the level of p
in third countries or international organisations.

(106 The Commission should monitor the functioning of decisions on the level of prata
a third country, a territory or specified sector within a third country, or an interni
organisation, and monitor the functioning of decisions adopted on the b
Article 25(6) or Article26(4) of Directived5/46/EC. In its adequacy decisioribe
Commission should provide for a periodic review mechanism of their functioning
periodic review should be conducted in consultation with the third country or intern
organisation in question and take into account all relevant developinetiis thirc
country or international organisation. For the purposes of monitoring and of carry
the periodic reviews, the Commission should take into consideration the vie
findings of the European Parliament and of the Council as well abafreievant bodit
and sources. The Commission should evaluate, within a reasonable time, the fur
of the latter decisions and report any relevant findings to the Committee witl
meaning of Regulation (EU) NiB2/2011 of the European Parliarheand of th
Council(®) as established under this Regulation, to the European Parliament an
Council.

(107'The Commission may recognise that a third country, a territory or a specified sectc
a third country, or an international organisation no longer ensures an adequate
data protection. Consequently the transfer of personal data to that dhindyc o
international organisation should be prohibited, unless the requirements in this Re
relating to transfers subject to appropriate safeguards, including binding corpora
and derogations for specific situations are fulfilled. In tzeste, provision should be mi
for consultations between the Commission and such third countries or intert
organisations. The Commission should, in a timely manner, inform the third cou
international organisation of the reasons and enterdansultations with it in order
remedy the situation.

(108'In the absence of an adequacy decision, the controller or processor should take
to compensate for the lack of data protection in a third country by way of appr
safeguards fathe data subject. Such appropriate safeguards may consist of makin
binding corporate rules, standard data protection clauses adopted by the Con
standard data protection clauses adopted by a supervisory authority or contractus
autlorised by a supervisory authority. Those safeguards should ensure complial
data protection requirements and the rights of the data subjects appropriate to pi
within the Union, including the availability of enforceable data subject rightsoé
effective legal remedies, including to obtain effective administrative or judicial r
and to claim compensation, in the Union or in a third country. They should re
particular to compliance with the general principles relating to persotepdacessini
the principles of data protection by design and by default. Transfers may also be
out by public authorities or bodies with public authorities or bodies in third count
with international organisations with corresponding dutiefinctions, including on tt
basis of provisions to be inserted into administrative arrangements, sucl
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memorandum of understanding, providing for enforceable and effective rights f
subjects. Authorisation by the competent supervisory augrsittuld be obtained wh
the safeguards are provided for in administrative arrangements that are not legally

(109’ The possibility for the controller or processor to use standardpdatection claust
adopted by the Commission or bysapervisory authority should prevent controller
processors neither from including the standard-gedtection clauses in a wider contr
such as a contract between the processor and another processor, nor from adc
clauses or additional safeards provided that they do not contradict, directly or indirt
the standard contractual clauses adopted by the Commission or by a supervisory
or prejudice the fundamental rights or freedoms of the data subjects. Controll
processors tould be encouraged to provide additional safeguards via cont
commitments that supplement standard protection clauses.

(110A group of undertakings, or a group of enterprises engaged in a joint economic
should be able to make use of epged binding corporate rules for its internatic
transfers from the Union to organisations within the same group of undertakings, ¢
of enterprises engaged in a joint economic activity, provided that such corpora
include all essential praiples and enforceable rights to ensure appropriate safegue
transfers or categories of transfers of personal data.

(111 Provisions should be made for the possibility for transfers in certain circumstance
the data subject has given his er kxplicit consent, where the transfer is occasione
necessary in relation to a contract or a legal claim, regardless of whether in a
procedure or whether in an administrative or any-aswtourt procedure, includii
procedures before regutay bodies. Provision should also be made for the possibili
transfers where important grounds of public interest laid down by Union or Métdie
law so require or where the transfer is made from a register established by
intended for condtation by the public or persons having a legitimate interest. In the
case, such a transfer should not involve the entirety of the personal data or entire ¢
of the data contained in the register and, when the register is intended fotatarsbl
persons having a legitimate interest, the transfer should be made only at the re
those persons or, if they are to be the recipients, taking into full account the inter
fundamental rights of the data subject.

(112 Those derogabins should in particular apply to data transfers required and neces:
important reasons of public interest, for example in cases of international data e
between competition authorities, tax or customs administrations, between fi
supervsory authorities, between services competent for social security matters
public health, for example in the case of contact tracing for contagious diseases ol
to reduce and/or eliminate doping in sport. A transfer of personal data shewolbe
regarded as lawful where it is necessary to protect an interest which is essentie
data subject's or another person's vital interests, including physical integrity or life
data subject is incapable of giving consent. In the absermrearfequacy decision, Un
or MemberState law may, for important reasons of public interest, expressly set |i
the transfer of specific categories of data to a third country or an international orgat
MemberStates should notify such promas to the Commission. Any transfer to
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international humanitarian organisation of personal data of a data subject
physically or legally incapable of giving consent, with a view to accomplishing
incumbent under the Geneva Conventions or camplying with internation
humanitarian law applicable in armed conflicts, could be considered to be neces
an important reason of public interest or because it is in the vital interest of t
subject.

(113 Transfers which can be qualifi@s not repetitive and that only concern a limited nu
of data subjects, could also be possible for the purposes of the compelling le
interests pursued by the controller, when those interests are not overridden by the
or rights and feedoms of the data subject and when the controller has assesse
circumstances surrounding the data transfer. The controller should give pz
consideration to the nature of the personal data, the purpose and duration of the
processingperation or operations, as well as the situation in the country of orig
third country and the country of final destination, and should provide suitable saft
to protect fundamental rights and freedoms of natural persons with regard
processing of their personal data. Such transfers should be possible only in residi
where none of the other grounds for transfer are applicable. For scientific or hi
research purposes or statistical purposes, the legitimate expectationsetf focar
increase of knowledge should be taken into consideration. The controller shoulc
the supervisory authority and the data subject about the transfer.

(114In any case, where the Commission has taken no decision on the adequatedate
protection in a third country, the controller or processor should make use of soluti
provide data subjects with enforceable and effective rights as regards the proce
their data in the Union once those data have been transferredtbatiia¢y will continu
to benefit from fundamental rights and safeguards.

(115'Some third countries adopt laws, regulations and other legal actspunmirt to directl
regulate the processing activities of natural and legal persons under the jurisdictic
MemberStates. This may include judgments of courts or tribunals or decisi
administrative authorities in third countries requiring atoaller or processor to trans
or disclose personal data, and which are not based on an international agreemer
a mutual legal assistance treaty, in force between the requesting third country
Union or a Member State. The extraterritbepplication of those laws, regulations
other legal acts may be in breach of international law and may impede the attair
the protection of natural persons ensured in the Union by this Regulation. Transfer
only be allowed where the cotidins of this Regulation for a transfer to third coun
are met. This may be the case, inter alia, where disclosure is necessary for an i
ground of public interest recognised in Union or Member State law to which the co
is subject.

(116)When personal data moves across borders outside the Union it may put at incre
the ability of natural persons to exercise data protection rights in particular to
themselves from the unlawful use or disclosure of that information. Asathe time
supervisory authorities may find that they are unable to pursue complaints or
investigations relating to the activities outside their borders. Their efforts to work tc
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in the crossborder context may also be hampered by insuffiqeeventative or remed
powers, inconsistent legal regimes, and practical obstacles like resource cor
Therefore, there is a need to promote closer cooperation among data pt
supervisory authorities to help them exchange information ang out investigatior
with their international counterparts. For the purposes of developing intern
cooperation mechanisms to facilitate and provide international mutual assistanct
enforcement of legislation for the protection of persormhdthe Commission and
supervisory authorities should exchange information and cooperate in activities re
the exercise of their powers with competent authorities in third countries, ba
reciprocity and in accordance with this Regulation.

(117 The establishment of supervisory authorities in Member States, empowered to
their tasks and exercise their powers with complete independence, is an ¢
component of the protection of natural persons with regard to the processirgjr
personal data. Member States should be able to establish more than one su
authority, to reflect their constitutional, organisational and administrative structure

(118'The independence of supervisory authorities should not mean that the sup
authorities cannot be subject to control or monitoring mechanisms regardin
financial expenditure or to judicial review.

(119Where a Member State establishes searaérvisory authorities, it should establist
law mechanisms for ensuring the effective participation of those supervisory aut
in the consistency mechanism. That Member State should in particular desig
supervisory authority which functis as a single contact point for the effec
participation of those authorities in the mechanism, to ensure swift and
cooperation with other supervisory authorities, the Board and the Commission.

(120'Each supervisory authority should be pr@ddwith the financial and human resour
premises and infrastructure necessary for the effective performance of thei
including those related to mutual assistance and cooperation with other sup
authorities throughout the Union. Each supsowy authority should have a sepat
public annual budget, which may be part of the overall state or national budget.

(121The general conditions for the member or members of the supervisory authority sl
laid down by law in each Memb&tate ad should in particular provide that th
members are to be appointed, by means of a transparent procedure, eithe
parliament, government or the head of State of the Member State on the basis of a
from the government, a member of the gowveent, the parliament or a chamber of
parliament, or by an independent body entrusted under Mebtder law. In order
ensure the independence of the supervisory authority, the member or members s
with integrity, refrain from any action thés incompatible with their duties and shc
not, during their term of office, engage in any incompatible occupation, whether
or not. The supervisory authority should have its own staff, chosen by the sup
authority or an independent bo@gtablished by Memb@&tate law, which should
subject to the exclusive direction of the member or members of the supervisory ai
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(122'Each supervisory authority should be competent on the territory of its own M Stialtx
to exercise the powerand to perform the tasks conferred on it in accordance wi
Regulation. This should cover in particular the processing in the context of the a
of an establishment of the controller or processor on the territory of its own M&talbe
the processing of personal data carried out by public authorities or private bodie:
in the public interest, processing affecting data subjects on its territory or pro
carried out by a controller or processor not established in the Union whetirtgrdat
subjects residing on its territory. This should include handling complaints lodged b
subject, conducting investigations on the application of this Regulation and prc
public awareness of the risks, rules, safeguards and rightsilometo the processing
personal data.

(123'The supervisory authorities should monitor the application of the provisions purs
this Regulation and contribute to its consistent application throughout the Union, i
to protect naturapersons in relation to the processing of their personal data
facilitate the free flow of personal data within the internal market. For that purpao
supervisory authorities should cooperate with each other and with the Comr
without the ned for any agreement between MemBttes on the provision of mut
assistance or on such cooperation.

(124 Where the processing of personal data takes place in the context of the activiti
establishment of a controller or a processor in thetand the controller or processc
established in more than one MemBgaite, or where processing taking place ir
context of the activities of a single establishment of a controller or processor in thi
substantially affects or is likely to Bstantially affect data subjects in more than
Member State, the supervisory authority for the main establishment of the contr
processor or for the single establishment of the controller or processor should ac
authority. It should coopate with the other authorities concerned, because the cor
or processor has an establishment on the territory of their Member State, bece
subjects residing on their territory are substantially affected, or because a comp
been lodgedvith them. Also where a data subject not residing in that Me/State hs
lodged a complaint, the supervisory authority with which such complaint has beer
should also be a supervisory authority concerned. Within its tasks to issue guide
any question covering the application of this Regulation, the Board should be able
guidelines in particular on the criteria to be taken into account in order to ascertain
the processing in question substantially affects data subjects in tnare on
MemberState and on what constitutes a relevant and reasoned objection.

(125 The lead authority should be competent to adopt binding decisions regarding n
applying the powers conferred on it in accordance with this Regulation. Irpésitaa:
lead authority, the supervisory authority should closely involve and coordine
supervisory authorities concerned in the decisi@king process. Where the decisic
to reject the complaint by the data subject in whole or in part, thagioleshould b
adopted by the supervisory authority with which the complaint has been lodged.

(126’ The decision should be agreed jointly by the lead supervisory authority a
supervisory authorities concerned and should be directed towards theomsingle
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establishment of the controller or processor and be binding on the controller and pt
The controller or processor should take the necessary measures to ensure compli
this Regulation and the implementation of the decision notifiethe lead supervisc
authority to the main establishment of the controller or processor as regards the pr
activities in the Union.

(127 Each supervisory authority not acting as the lead supervisory authority shc
competent to handlecal cases where the controller or processor is established il
than one Member State, but the subject matter of the specific processing conce
processing carried out in a single MemBéaite and involves only data subjects in
single Membe State, for example, where the subject matter concerns the proce:
employees' personal data in the specific employment context of a Member State
cases, the supervisory authority should inform the lead supervisory authority
delay abat the matter. After being informed, the lead supervisory authority should
whether it will handle the case pursuant to the provision on cooperation between
supervisory aut hority and ot h e rstopshof
mechani smé), or whether the supervis
case at local level. When deciding whether it will handle the case, the lead sup
authority should take into account whether there is an establishment of théleoot
processor in the Member State of the supervisory authority which informed it in ¢
ensure effective enforcement of a decisi@a-vis the controller or processor. Where
lead supervisory authority decides to handle the case, the sapgraighority whicl
informed it should have the possibility to submit a draft for a decision, of which tf
supervisory authority should take utmost account when preparing its draft decisio
onestopshop mechanism.

(128'The rules on the lebsupervisory authority and the es®pshop mechanism should |
apply where the processing is carried out by public authorities or private bodie:
public interest. In such cases the only supervisory authority competent to exer
powers confged to it in accordance with this Regulation should be the super
authority of the MembeSBtate where the public authority or private body is establis

(129In order to ensure consistent monitoring and enforcement of this Regulation thre
the Union, the supervisory authorities should have in each Member State the sa
and effective powers, including powers of investigation, corrective powers and sa
and authorisation and advisory powers, in particular in cases of complamtsditars
persons, and without prejudice to the powers of prosecutorial authorities
MemberState law, to bring infringements of this Regulation to the attention of the ji
authorities and engage in legal proceedings. Such powers should alst ithe powe
to impose a temporary or definitive limitation, including a ban, on proce
MemberStates may specify other tasks related to the protection of personal dal
this Regulation. The powers of supervisory authorities should be exarcsecbrdanc
with appropriate procedural safeguards set out in Union and Member Sta
impartially, fairly and within a reasonable time. In particular each measure shc
appropriate, necessary and proportionate in view of ensuring compliancethig
Regulation, taking into account the circumstances of each individual case, respect
of every person to be heard before any individual measure which would affect hir
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adversely is taken and avoid superfluous costs and excessive inemwesnior th
persons concerned. Investigatory powers as regards access to premises <
exercised in accordance with specific requirements in Member State procedural li
as the requirement to obtain a prior judicial authorisation. Each Idgatlyng measui
of the supervisory authority should be in writing, be clear and unambiguous, indic
supervisory authority which has issued the measure, the date of issue of the mea
the signature of the head, or a member of the supervistmgrity authorised by him
her, give the reasons for the measure, and refer to the right of an effective reme
should not preclude additional requirements pursuant to Member State procedt
The adoption of a legally binding decision implikat it may give rise to judicial revie
in the MembeState of the supervisory authority that adopted the decision.

(130 Where the supervisory authority with which the complaint has been lodged is not
supervisory authority, the lead supervisauthority should closely cooperate with
supervisory authority with which the complaint has been lodged in accordance \
provisions on cooperation and consistency laid down in this Regulation. In such c:
lead supervisory authority shaliwhen taking measures intended to produce legal e
including the imposition of administrative fines, take utmost account of the view
supervisory authority with which the complaint has been lodged and which should
competent to carry a@any investigation on the territory of its own Memf&ate in liaiso
with the competent supervisory authority.

(131 Where another supervisory authority should act as a lead supervisory authority
processing activities of the controller or pessor but the concrete subject matter
complaint or the possible infringement concerns only processing activities
controller or processor in the Member State where the complaint has been lodge
possible infringement detected and the miatttees not substantially affect or is not lik
to substantially affect data subjects in other Men@iates, the supervisory autho
receiving a complaint or detecting or being informed otherwise of situations tha
possible infringements of thiRegulation should seek an amicable settlement wit
controller and, if this proves unsuccessful, exercise its full range of powers. This
include: specific processing carried out in the territory of the Me/8tae of th
supervisory authorityravith regard to data subjects on the territory of that MerSietie
processing that is carried out in the context of an offer of goods or services spe
aimed at data subjects in the territory of the Member State of the supervisory autr
processing that has to be assessed taking into account relevant legal obligatio
MemberState law.

(132 Awarenesgaising activities by supervisory authorities addressed to the public
include specific measures directed at controllersmndessors, including micro, s
and mediurrsized enterprises, as well as natural persons in particular in the edu
context.

(133The supervisory authorities should assist each other in performing their tasks anc
mutual assistance, s® & ensure the consistent application and enforcement
Regulation in the internal market. A supervisory authority requesting mutual as¢
may adopt a provisional measure if it receives no response to a request for
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assistance within oneonth of the receipt of that request by the other supen
authority.

(134 Each supervisory authority should, where appropriate, participate in joint operatic
other supervisory authorities. The requested supervisory authority should be ot
respond to the request within a specified time period.

(135)In order to ensure the consistent application of this Regulation throughout the U
consistency mechanism for cooperation between the supervisory authorities st
established. Thamechanism should in particular apply where a supervisory aut
intends to adopt a measure intended to produce legal effects as regards pi
operations which substantially affect a significant number of data subjects in
Member States. khould also apply where any supervisory authority concerned
Commission requests that such matter should be handled in the consistency me
That mechanism should be without prejudice to any measures that the Commiss
take in the exercisef its powers under the Treaties.

(136In applying the consistency mechanism, the Board should, within a determined p
time, issue an opinion, if a majority of its members so decides or if so requested
supervisory authority concerned or the Commission. The Board should ¢
empowered to adopt legally binding decisions where there are disputes |
supervisory autbrities. For that purpose, it should issue, in principle by athirds
majority of its members, legally binding decisions in clearly specified cases whel
are conflicting views among supervisory authorities, in particular in the coop:
mechamnsm between the lead supervisory authority and supervisory authorities co
on the merits of the case, in particular whether there is an infringement of this Rec

(137 There may be an urgent need to act in order to protect the rights addnfiseef dat
subjects, in particular when the danger exists that the enforcement of a right c
subject could be considerably impeded. A supervisory authority should therefore
to adopt duly justified provisional measures on its territory \&itbpecified period
validity which should not exceed three months.

(138 The application of such mechanism should be a condition for the lawfulness of a |
intended to produce legal effects by a supervisory authority in those cases w
application is mandatory. In other cases of ctmmsler relevance, the coopera
mechanism between the lead supervisory authority and supervisory authorities cc
should be applied and mutual assistance and joint operations might be carried out
the supervisory authorities concerned on a bilateral or multilateral bés@viriggerin
the consistency mechanism.

(139)In order to promote the consistent application of this Regulation, the Board shoul
up as an independent body of the Union. To fulfil its objectives, the Board shou
legal personality. The Bod should be represented by its Chair. It should repla
Working Party on the Protection of Individuals with Regard to the Processing of P
Data established by Directi@5/46/EC. It should consist of the head of a superv
authority of eaciMember State and the European Data Protection Supervisor ¢
respective representatives. The Commission should participate in the Board's ¢
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without voting rights and the European Data Protection Supervisor should have
voting rights.The Board should contribute to the consistent application of this Reg!
throughout the Union, including by advising the Commission, in particular on the |
protection in third countries or international organisations, and promoting coopef
the supervisory authorities throughout the Union. The Board should act indepe
when performing its tasks.

(140 The Board should be assisted by a secretariat provided by the European Data F
Supervisor. The staff of the European Data&uton Supervisor involved in carrying «
the tasks conferred on the Board by this Regulation should perform its tasks exc
under the instructions of, and report to, the Chair of the Board.

(141 Every data subject should have the right to lodg®mplaint with a single supervis
authority, in particular in the Memb&itate of his or her habitual residence, and the
to an effective judicial remedy in accordance with Artiéfeof the Charter if the de
subject considers that his or heghis under this Regulation are infringed or wher
supervisory authority does not act on a complaint, partially or wholly rejects or dis
a complaint or does not act where such action is necessary to protect the rights o
subject. The invatigation following a complaint should be carried out, subject to ju
review, to the extent that is appropriate in the specific case. The supervisory &
should inform the data subject of the progress and the outcome of the complaint
reasonable period. If the case requires further investigation or coordination with
supervisory authority, intermediate information should be given to the data suk
order to facilitate the submission of complaints, each supervisory authasitjdsfake
measures such as providing a complaint submission form which can also be cc
electronically, without excluding other means of communication.

(142Where a data subject considers that his or her rights under this Regulation are i
he or she should have the right to mandate afamgirofit body, organisation
association which is constituted in accordance with the law of a Mebtdker, he
statutory objectives which are in the public interest and is active in the field
protection of personal data to lodge a complaint on his or her behalf with a supe
authority, exercise the right to a judicial remedy on behalf of data subjects or, if p
for in MemberState law, exercise the right to receive compensation onflafhdhte
subjects. A Membe$tate may provide for such a body, organisation or associa
have the right to lodge a complaint in that Member State, independently of a data
mandate, and the right to an effective judicial remedy where ielagsmns to consider tl
the rights of a data subject have been infringed as a result of the processing of
data which infringes this Regulation. That body, organisation or association may
allowed to claim compensation on a data subject'albémdependently of the de
subject's mandate.

(143 Any natural or legal person has the right to bring an action for annulment of deci
the Board before the Court of Justice under the conditions provided
Article 263TFEU. As addressee$ such decisions, the supervisory authorities conci
which wish to challenge them have to bring action within two months of being noti
them, in accordance with ArticB63 TFEU. Where decisions of the Board are of ¢

35


http://www.gkdm.co.il/contact-us/
http://www.gkdm.co.il/contact-us/

GIRDI]

1'T '2710 TUN | OTP X'
GI.IY KEDEM | LAW OFFICE

03 5157GDBR-> D' DN V! D' pPOVI NI 12

and individual concern ta controller, processor or complainant, the latter may bri
action for annulment against those decisions within two months of their publicatior
website of the Board, in accordance with Arti2ZB8 TFEU. Without prejudice to tk
right under Aricle 263TFEU, each natural or legal person should have an eff
judicial remedy before the competent national court against a decision of a sup
authority which produces legal effects concerning that person. Such a decision ¢
in particulr the exercise of investigative, corrective and authorisation powers
supervisory authority or the dismissal or rejection of complaints. However, the rigl
effective judicial remedy does not encompass measures taken by supervisory al
which are not legally binding, such as opinions issued by or advice provided
supervisory authority. Proceedings against a supervisory authority should be
before the courts of the Member State where the supervisory authority is establd
should be conducted in accordance with that MerSktee's procedural law. Those co
should exercise full jurisdiction, which should include jurisdiction to examir
guestions of fact and law relevant to the dispute before them.

Where a complaint &8 been rejected or dismissed by a supervisory authorit
complainant may bring proceedings before the courts in the same Member Stat
context of judicial remedies relating to the application of this Regulation, national
which consider alecision on the question necessary to enable them to give jud
may, or in the case provided for in Artidé7 TFEU, must, request the Court of Jus
to give a preliminary ruling on the interpretation of Union law, including this Regul
Furthemore, where a decision of a supervisory authority implementing a decisior
Board is challenged before a national court and the validity of the decision of the
is at issue, that national court does not have the power to declare the Boasits
invalid but must refer the question of validity to the Court of Justice in accordant
Article 267 TFEU as interpreted by the Court of Justice, where it considers the d
invalid. However, a national court may not refer a question on thaityadif the decisio
of the Board at the request of a natural or legal person which had the opportunity
an action for annulment of that decision, in particular if it was directly and indivi
concerned by that decision, but had not done sdimwithe period laid down
Article 263 TFEU.

(144Where a court seized of proceedings against a decision by a supervisory auth
reason to believe that proceedings concerning the same processing, such as
subject matter as regards pragirg by the same controller or processor, or the same
of action, are brought before a competent court in another Mebtédey, it should conte
that court in order to confirm the existence of such related proceedings. If
proceedings are peimg) before a court in another Meml&tate, any court other than
court first seized may stay its proceedings or may, on request of one of the parties
jurisdiction in favour of the court first seized if that court has jurisdiction ove
proceedings in question and its law permits the consolidation of such related proc:
Proceedings are deemed to be related where they are so closely connected
expedient to hear and determine them together in order to avoid the risk of iliedue
judgments resulting from separate proceedings.
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(145For proceedings against a controller or processor, the plaintiff should have the ¢
bring the action before the courts of the Mentb&tes where the controller or proce
has anestablishment or where the data subject resides, unless the controller is
authority of a MembeS$tate acting in the exercise of its public powers.

(146 The controller or processor should compensate any damage which a person may
a resit of processing that infringes this Regulation. The controller or processor sh
exempt from liability if it proves that it is not in any way responsible for the damag
concept of damage should be broadly interpreted in the light of théazaséthe Cout
of Justice in a manner which fully reflects the objectives of this Regulation. This is\
prejudice to any claims for damage deriving from the violation of other rules in Ur
MemberState law. Processing that infringes this Regoitasilso includes processing 1
infringes delegated and implementing acts adopted in accordance with this Regulz
MemberState law specifying rules of this Regulation. Data subjects should rece
and effective compensation for the damage thaye suffered. Where controllers
processors are involved in the same processing, each controller or processor ¢
held liable for the entire damage. However, where they are joined to the same
proceedings, in accordance with Member Slate compensation may be apportio
according to the responsibility of each controller or processor for the damage ce
the processing, provided that full and effective compensation of the data subj:
suffered the damage is ensured. Any corgrolbr processor which has paid
compensation may subsequently institute recourse proceedings against other c
or processors involved in the same processing.

(147 Where specific rules on jurisdiction are contained in this Regulation, ircydart a
regards proceedings seeking a judicial remedy including compensation, ac
controller or processor, general jurisdiction rules such as those of Regulatio
No 1215/2012 of the European Parliament and of the Co@iahould not prejudice tl
application of such specific rules.

(148'In order to strengthen the enforcement of the rules of this Regylpenalties includir
administrative fines should be imposed for any infringement of this Regulati
addition to, or instead of appropriate measures imposed by the supervisory &
pursuant to this Regulation. In a case of a minor infringemeiitthe fine likely to b
imposed would constitute a disproportionate burden to a natural person, a reprim
be issued instead of a fine. Due regard should however be given to the nature, gr
duration of the infringement, the intentional ceter of the infringement, actions ta
to mitigate the damage suffered, degree of responsibility or any relevant p
infringements, the manner in which the infringement became known to the supe
authority, compliance with measures ordered irejathe controller or process
adherence to a code of conduct and any other aggravating or mitigating faci
imposition of penalties including administrative fines should be subject to appr
procedural safeguards in accordance with the gepereiples of Union law and tl
Charter, including effective judicial protection and due process.

(149 Member States should be able to lay down the rules on criminal penalt
infringements of this Regulation, including for infringements of nationles adopte

37


http://www.gkdm.co.il/contact-us/
http://www.gkdm.co.il/contact-us/
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L:2016:119:FULL&from=EN#ntr13-L_2016119EN.01000101-E0013

GIRDI]

1'T '2710 TUN | OTP X'
GI.IY KEDEM | LAW OFFICE

03 5157GDBR-> D' DN V! D' pPOVI NI 12

pursuant to and within the limits of this Regulation. Those criminal penalties me
allow for the deprivation of the profits obtained through infringements of this Regu
However, the imposition of criminal penalties for infringamts of such national rules ¢
of administrative penalties should not lead to a breach of the principkelwé in iden
as interpreted by the Court of Justice.

(150In order to strengthen and harmongaministrative penalties for infringements of
Regulation, each supervisory authority should have the power to impose admin
fines. This Regulation should indicate infringements and the upper limit and crite
setting the related adminiative fines, which should be determined by the comg
supervisory authority in each individual case, taking into account all re
circumstances of the specific situation, with due regard in particular to the nature,
and duration of the infngement and of its consequences and the measures taken t
compliance with the obligations under this Regulation and to prevent or mitig:
consequences of the infringement. Where administrative fines are imposed
undertaking, an undertalgrshould be understood to be an undertaking in accordanc
Articles 101 and 102 TFEU for those purposes. Where administrative fines are i
on persons that are not an undertaking, the supervisory authority should take ac
the general levelfancome in the Member State as well as the economic situation
person in considering the appropriate amount of the fine. The consistency mechar
also be used to promote a consistent application of administrative fines. It shoul
the Menber States to determine whether and to which extent public authorities sh
subject to administrative fines. Imposing an administrative fine or giving a warnin
not affect the application of other powers of the supervisory authorities or o
penalties under this Regulation.

(151 The legal systems of Denmark and Estonia do not allow for administrative fines a:
in this RegulationThe rules on administrative fines may be applied in such a manr
in Denmark the fine is imposed by competent national courts as a criminal penalt
Estonia the fine is imposed by the supervisory authority in the framework
misdemeanour preclure, provided that such an application of the rules in
MemberStates has an equivalent effect to administrative fines imposed by supe
authorities. Therefore the competent national courts should take into acco
recommendation by the seqvisory authority initiating the fine. In any event, the f
imposed should be effective, proportionate and dissuasive.

(152Where this Regulation does not harmonise administrative penalties or where nec
other cases, for example in cases gs#rious infringements of this Regulati
MemberStates should implement a system which provides for effective, propor
and dissuasive penalties. The nature of such penalties, criminal or administrative
be determined by Member State law.

(153)Member States law should reconcile the rules governing freedom of express
information, including journalistic, academic, artistic and or literary expression w
right to the protection of personal data pursuant to this Regulation. Thesgirac®
personal data solely for journalistic purposes, or for the purposes of academic, a
literary expression should be subject to derogations or exemptions from certain pr
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of this Regulation if necessary to reconcile the right to th&eption of personal data w
the right to freedom of expression and information, as enshrined in Alrficté the
Charter. This should apply in particular to the processing of personal data
audiovisual field and in news archives and press lgsarTherefore, Memb&tate
should adopt legislative measures which lay down the exemptions and derc
necessary for the purpose of balancing those fundamental rights. M8tates shou
adopt such exemptions and derogations on general princtpkesjghts of the da
subject, the controller and the processor, the transfer of personal data to third cot
international organisations, the independent supervisory authorities, cooperat
consistency, and specific dgteocessing situatian Where such exemptions
derogations differ from one Memb8tate to another, the law of the MemB¢ate t
which the controller is subject should apply. In order to take account of the import
the right to freedom of expression in every demacisaiciety, it is necessary to interg
notions relating to that freedom, such as journalism, broadly.

(154 This Regulation allows the principle of public access to official documents to be
into account when applying this Regulation. Public access to official documents
considered to be in the public interest. Personal data in documents held by
authority or a public body should be able to be publicly disclosed by that aytirdviddy
if the disclosure is provided for by Union or Memlstate law to which the pub
authority or public body is subject. Such laws should reconcile public access to
documents and the reuse of public sector information with the righe tprttection ¢
personal data and may therefore provide for the necessary reconciliation with the
the protection of personal data pursuant to this Regulation. The reference tc
authorities and bodies should in that context include all atig®or other bodies cover
by Member State law on public access to documents. Dire2ii@®/98/EC of th
European Parliament and of the Couife)lleaves intact and in no way affects the |
of protection of natural persons with regard to the processing of personal data u
provisions of Union and Member State law, and in particular does not alter theiobt
and rights set out in this Regulation. In particular, that Directive should not a}
documents to which access is excluded or restricted by virtue of the access regim
grounds of protection of personal data, and parts of documents akrésgsibrtue o
those regimes which contain personal data theseeof which has been provided fol
law as being incompatible with the law concerning the protection of natural perso
regard to the processing of personal data.

(155Member Staté aw or col |l ective agreement s,
for specific rules on the processing of employees' personal data in the emp
context, in particular for the conditions under which personal data in the empls
context may b@rocessed on the basis of the consent of the employee, the purpos
recruitment, the performance of the contract of employment, including dische
obligations laid down by law or by collective agreements, management, planni
organisation ofvork, equality and diversity in the workplace, health and safety at
and for the purposes of the exercise and enjoyment, on an individual or collectiv
of rights and benefits related to employment, and for the purpose of the terminatic
employment relationship.
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(156 The processing of personal data for archiving purposes in the public interest, scie
historical research purposes or statistical purposes should be subject to ap
safeguards for the rights and freedomshaf tlata subject pursuant to this Regula
Those safeguards should ensure that technical and organisational measures are
order to ensure, in particular, the principle of data minimisation. The further proc
of personal data for archivingurposes in the public interest, scientific or histo
research purposes or statistical purposes is to be carried out when the contr
assessed the feasibility to fulfil those purposes by processing data which do not |
no longer permitte identification of data subjects, provided that appropriate safe
exist (such as, for instance, pseudonymisation of the data). M&tdies should provi
for appropriate safeguards for the processing of personal data for archiving pur
the public interest, scientific or historical research purposes or statistical pu
MemberStates should be authorised to provide, under specific conditions and st
appropriate safeguards for data subjects, specifications and derogations withao éige
information requirements and rights to rectification, to erasure, to be forgot
restriction of processing, to data portability, and to object when processing perso
for archiving purposes in the public interest, scientific or histbriesearch purposes
statistical purposes. The conditions and safeguards in question may entail
procedures for data subjects to exercise those rights if this is appropriate in the lig
purposes sought by the specific processing alorty wachnical and organisatio
measures aimed at minimising the processing of personal data in pursuanc
proportionality and necessity principles. The processing of personal data for s
purposes should also comply with other relevant latjest such as on clinical trials.

(157'By coupling information from registries, researchers can obtain new knowledge «
value with regard to widespread medical conditions such as cardiovascular diseas
and depression. On the basis of reggs, research results can be enhanced, as the
on a larger population. Within social science, research on the basis of registries
researchers to obtain essential knowledge about thedomgcorrelation of a number
social conditions suctas unemployment and education with other life condit
Research results obtained through registries provide solidgigiity knowledge whic
can provide the basis for the formulation and implementation of knowlesigd policy
improve the qualityof life for a number of people and improve the efficiency of s
services. In order to facilitate scientific research, personal data can be proce
scientific research purposes, subject to appropriate conditions and safeguards
Union orMemberState law.

(158 Where personal data are processed for archiving purposes, this Regulation shi
apply to that processing, bearing in mind that this Regulation should not apply to d
persons. Public authorities or public or privateibsdhat hold records of public inter
should be services which, pursuant to Union or Member State law, have a legal ol
to acquire, preserve, appraise, arrange, describe, communicate, promote, dissen
provide access to records of endunrague for general public interest. Memi&iate
should also be authorised to provide for the further processing of personal (
archiving purposes, for example with a view to providing specific information rele
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the political behaviour under fimer totalitarian state regimes, genocide, crimes a(
humanity, in particular the Holocaust, or war crimes.

(159 Where personal data are procedsedcientific research purposes, this Regulation sl
also apply to that processing. For the purposes of this Regulation, the proce
personal data for scientific research purposes should be interpreted in a broac
including for example tdmological development and demonstration, fundam
research, applied research and privately funded research. In addition, it should
account the Union's objective under Artid[é9(1) TFEU of achieving a Europe
Research Area. Scientific resela purposes should also include studies conducted
public interest in the area of public health. To meet the specificities of processing |
data for scientific research purposes, specific conditions should apply in partic
regards the phlication or otherwise disclosure of personal data in the context of sci
research purposes. If the result of scientific research in particular in the health
gives reason for further measures in the interest of the data subject, the géesra
this Regulation should apply in view of those measures.

(160 Where personal data are processed for historical research purposes, this Regulati
also apply to that processing. This should also include historical research and res
genealogical purposes, bearing in mind that this Regulation should not apply to ¢
persons.

(161 For the purpose of consenting to the participation in scientific research activities in
trials, the relevant provisions of Regulation (EU) B85/2014 of the European Parlian
and of the Council#) should apply.

(162 Where personal data are processeadsfatistical purposes, this Regulation should &
to that processing. Union or Member State law should, within the limits of this Regt
determine statistical content, control of access, specifications for the proces
personal data for statisal purposes and appropriate measures to safeguard the ric
freedoms of the data subject and for ensuring statistical confidentiality. Ste
purposes mean any operation of collection and the processing of personal data
for statisti@l surveys or for the production of statistical results. Those statistical
may further be used for different purposes, including a scientific research purpc
statistical purpose implies that the result of processing for statistical purgose
personal data, but aggregate data, and that this result or the personal data are r
support of measures or decisions regarding any particular natural person.

(163'The confidential information which the Union and national statistiaéthorities collec
for the production of official European and official national statistics should be pro
European statistics should be developed, produced and disseminated in accord;
the statistical principles as set out in ArtiB@8(2) TFEU, while national statistics sho
also comply with Member State law. Regulation (EC)228/2009 of the Europe
Parliament and of the Counéif) provides further specifications on statist
confidentiality for European statistics.

(164 As regards the powers of the supervisory authorities to obtain from the contr
processor access to personal data and access to their premises, Statesenay ado
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by law, within the limits of this Regulation, specific rules in order to safegtre
professional or other equivalent secrecy obligations, in so far as necessary to recc
right to the protection of personal data with an obligation of professional secrecy.
without prejudice to existing Member State obligations to adolgs on profession
secrecy where required by Union law.

(165 This Regulation respects and does not prejudice the status under existing cons
law of churches and religious associations or communities in the Member St
recognised in Artle 17 TFEU.

(166'In order to fulfil the objectives of this Regulation, namely to protect the fundamenta
and freedoms of natural persons and in particular their right to the protection of
data and to ensure the free movement of petsiata within the Union, the power
adopt acts in accordance with Artid80 TFEU should be delegated to the Commis
In particular, delegated acts should be adopted in respect of criteria and requirer
certification mechanisms, information tbe presented by standardised icons
procedures for providing such icons. It is of particular importance that the Comr
carry out appropriate consultations during its preparatory work, including at expe!
The Commission, when preparing ancawlingup delegated acts, should ensu
simultaneous, timely and appropriate transmission of relevant documents to the E
Parliament and to the Council.

(167In order to ensure uniform conditions for the implementation of this Regu
implementing powers should be conferred on the Commission when provided for
Regulation. Those powers should be exercised in accordance with Regulatic
No 182/2011. In that context, the Commission should consider specific meast
micro, small ad mediumsized enterprises.

(168 The examination procedure should be used for the adoption of implementing
standard contractual clauses between controllers and processors and between p
codes of conduct; technical standards and mechanisms for certification; the ad=sa
of protection afforded by a third country, a territory or a specified sector within the
country, or an international organisation; standard protection clauses; formi
procedures for the exchange of information by electronic means betwagnllers
processors and supervisory authorities for binding corporate rules; mutual assiste
arrangements for the exchange of information by electronic means between sug
authorities, and between supervisory authorities and the Board.

(169)The Commission should adopt immediately applicable implementing acts where a
evidence reveals that a third country, a territory or a specified sector within th:
country, or an international organisation does not ensure an adequatd |enatéction
and imperative grounds of urgency so require.

(170'Since the objective of this Regulation, namely to ensure an equivalent level of pri
of natural persons and the free flow of personal data throughout the Union, ce
sufficienly achieved by the Member States and can rather, by reason of the scale «
of the action, be better achieved at Union level, the Union may adopt meas
accordance with the principle of subsidiarity as set out in Arhiaté the Treaty o
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European Union (TEU). In accordance with the principle of proportionality as set
that Article, this Regulation does not go beyond what is necessary in order to ach
objective.

(171 Directive 95/46/EC should be repealed by this Regulatiaycd3sing already under v
on the date of application of this Regulation should be brought into conformity wi
Regulation within the period of two years after which this Regulation enters intc
Where processing is based on consent pursuanteotie 95/46/EC, it is not necess
for the data subject to give his or her consent again if the manner in which the cor
been given is in line with the conditions of this Regulation, so as to allow the col
to continue such processing aftee date of application of this Regulation. Commis
decisions adopted and authorisations by supervisory authorities bas
Directive 95/46/EC remain in force until amended, replaced or repealed.

(172 The European Data Protection Supervisor @@assulted in accordance with Artic8(2)
of Regulation (EC) No 45/2001 and delivered an opinion btaith2012(¥).

(173 This Regulation should apply to all matters concerning the protection of funda
rights and freedomgs-a-visthe processing of personal data which are not subj
specific obligations with the same objective set out in Dire@B@2/58/E of the
European Parliament and of the Couf€j| including the obligations on the contro
and the rights of natal persons. In order to clarify the relationship betweer
Regulation and Directive002/58/EC, that Directive should be amended accord
Once this Regulation is adopted, Direct®@)2/58/EC should be reviewed in partic
in order to ensure carstency with this Regulation,

HAVE ADOPTED THIS REGULATION:

CHAPTER |
General provisions

Article 1
Subjectmatter and objectives

1. This Regulation lays down rules relating to the protection of natural persons with regard to
the processing of persorddta and rules relating to the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of natural persons and in
particular their right to the protection of personal data.

3. The free movement of personal data withie Union shall be neither restricted nor
prohibited for reasons connected with the protection of natural persons with regard to the
processing of personal data.
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Article 2
Material scope

1. This Regulation applies to the processing of personal datdywgropartly by automated
means and to the processing other than by automated means of personal data which form part
of a filing system or are intended to form part of a filing system.

2. This Regulation does not apply to the processing of personal data:
(a) in the course of an activity which falls outside the scope of Union law;

(b)by the Member States when carrying out activities which fall within the scope of Ch
of Title V of the TEU,;

(c) by a natural person in the course of a pupggsonal or household activity;

(d)by competent authorities for the purposes of the prevention, investigation, dete:
prosecution of criminal offences or the execution of criminal penalties, includi
safeguarding against and the prevention of threats to public security.

3. For the processing of personal data by the Union institutions, bodies, offices and agencies,
Regulation (EC) No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts
applicable to such processing of personal data shall be adapted to thdgwiangb rules of

this Regulation in accordance with Article 98.

4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in
particular of the liability rules of intermediary service providers in Arti¢2go 15 of that
Directive.

Article 3
Territorial scope

1. This Regulation applies to the processing of personal data in the context of the activities of
an establishment of a controller or a processor in the Union, regardless of whether the
processing takes place in tbaion or not.

2. This Regulation applies to the processing of personal data of data subjects who are in the
Union by a controller or processor not established in the Union, where the processing activities
are related to:

(a)the offering of goods or séces, irrespective of whether a payment of the data sub
required, to such data subjects in the Union; or

(b)the monitoring of their behaviour as far as their behaviour takes place within the Ur

3. This Regulation applies to the processiigersonal data by a controller not established in
the Union, but in a place where Memi&tate law applies by virtue of public international law.
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Article 4
Definitions
For the purposes of this Regulation:

(16personal dat ad mermitosnidentied or mdntifiabla aaturalgper
(6data subjectd); an identifiable na
indirectly, in particular by reference to an identifier such as a name, an identification r
location data, & online identifier or to one or more factors specific to the phy
physiological, genetic, mental, economic, cultural or social identity of that natural pe

2 processingbd means any operation or s
or on sets of personal data, whether or not by automated means, such as collection,
organisation, structuring, storage, adaptation or alteration, retriegakultation, us
disclosure by transmission, dissemination or otherwise making available, alignr
combination, restriction, erasure or destruction;

3Yrestriction of processingd means limhtn
their processing in the future;

46profilingbé means any form of automat
of personal data to evaluate certain personal aspects relating to a natural person, in
to analyse or predieispects concerning that natural person's performance at work, ec
situation, health, personal preferences, interests, reliability, behaviour, locai
movements;

Bdpseudonymi sati ond means t he pr othepersoni
data can no longer be attributed to a specific data subject without the use of a
information, provided that such additional information is kept separately and is su
technical and organisational measures to ensure that trengedata are not attributec
an identified or identifiable natural person;

@6o6filing systembéb means any structured
specific criteria, whether centralised, decentraliseddispersed on a functional
geographical basis;

(Mcontroll eré6 means the natural or | eg
alone or jointly with others, determines the purposes and means of the processing of
data; whee the purposes and means of such processing are determined by Union or
State law, the controller or the specific criteria for its nomination may be provided
Union or MembeState law;

Boprocessord6 means a nautharity,adgency or otheebgdy Wwh
processes personal data on behalf of the controller;

9b6recipientd means a natur al or | egal
which the personal data are disclosed, whether a third party oHoatever, publi
authorities which may receive personal data in the framework of a particular inc
accordance with Union or Member State klvall not be regarded as recipients;
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processing of those data by those public authorities shall be iplieoce with th
applicable data protection rules according to the purposes of the processing;

(106t hird partyd means a natur al or | eg
the data subject, controller, processor and persons who, tneddirect authority of tt
controller or processor, are authorised to process personal data;

(11Y%consent & of the data subject means
indication of the data subject's wishes by which he or she,digtament or by a cle
affirmative action, signifies agreement to the processing of personal data relating t
her,;

(126 per sonal data breachd means a breac
destruction, loss, alteration, unautised disclosure of, or access to, personal
transmitted, stored or otherwise processed,;

(136genetic dat ab means per sonal dat a
characteristics of a natural person which give unique information abophys®logy o
the health of that natural person and which result, in particular, from an analy:
biological sample from the natural person in question;

(146bi ometric datad means personal dat a
to the physical, physiological or behavioural characteristics of a natural person
allow or confirm the unique identification of that natural person, such as facial im:
dactyloscopic data;

(15%6data concerni ng h eraatet to the physieaahos mental hesltn
natural person, including the provision of health care services, which reveal infol
about his or her health status;

(16 mai n establishmentd means:

(a)as regards a controller with establishments imentlkan one Member State, the plac
its central administration in the Union, unless the decisions on the purposes an
of the processing of personal data are taken in another establishment of the cor
the Union and the latter establishmemhs the power to have such decis
implemented, in which case the establishment having taken such decisions
considered to be the main establishment;

(b)as regards a processor with establishments in more than one Member State, th
its central administration in the Union, or, if the processor has no central admini
in the Union, the establishment of the processor in the Union where the main prc
activities in the context of the activities of an establishment of the gsocéake plac
to the extent that the processor is subject to specific obligations under this Regt

(170 representatived means a natural or
by the controller or processor in writing pursunArticle 27, represents the controllel
processor with regard to their respective obligations under this Regulation;
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(186enterprised means a natur al or | ega
of its legal form, includingpartnerships or associations regularly engaged in an ecc
activity;

(199%9 group of undertakingsé means a cont |

(200 bi ndi ng corporate rulesd means peatod
a controller or processor established on the territory of a Member State for transfer.
of transfers of personal data to a controller or processor in one or more third ¢
within a group of undertakings, or group of enterprises exgjama joint economic activit

(216 supervisory authorityd means an i nd
Member State pursuant to Articié;

(226 supervisory authority concernedo hyehe
processing of personal data because:

(a)the controller or processor is established on the territory of the MeBder of the
supervisory authority;

(b)data subjects residing in the Memistate of that supervisory authority are substan
affected or likely to be substantially affected by the processing; or

(c) a complaint has been lodged with that supervisory authority;
23 cr-losrsder processingd means either:

(a)processing of personal data which takes place in the contettieofctivities ¢
establishments in more than one Mem®tte of a controller or processor in the Ui
where the controller or processor is established in more than one M@tateeror

(b)processing of personal data which takes place in the coritthée activities of a sing
establishment of a controller or processor in the Union but which substantially
or is likely to substantially affect data subjects in more than one Meatat.

(246r el evant and r e a sobjectodtoadraft @ecidion as todvhether t
is an infringement of this Regulation, or whether envisaged action in relation
controller or processor complies with this Regulation, which clearly demonstra
significance of the risks posed the draft decision as regards the fundamental right
freedoms of data subjects and, where applicable, the free flow of personal data w
Union;

(2500i nf ormati on society servi c ¢pof Arcle (19 of
Directive (EU) 2015/1535 of the European Parliament and of the Cduiicil

(266i nt ernati onal @ngayisation and itsisubordnatenmdies govean
public international law, or any other body which is set up by, or on the basis
agreement between two or more countries.
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CHAPTER Il
Principles

Article 5
Principles relating to processing opersonal data
1. Personal data shall be:

(a)processed lawfully, fairly and in a transparent manner in relation to the data
(6l awfulness, fairness and transparen

(b)collected for specified, explicit and legitimate purposes and not fupttmessed in
manner that is incompatible with those purposes; further processing for archiving
in the public interest, scientific or historical research purposes or statistical purpos
in accordance with Article 89(1), not be considetedbe incompatible with the initi
purposes (O6purpose | imitationdo);

(c)adequate, relevant and limited to what is necessary in relation to the purposes for w
are processed (6data minimisationdo) ;

(d)accurate and, where necessary, kept ulate; every reasonable step must be taken to ¢
that personal data that are inaccurate, having regard to the purposes for which
processed, are erased or rectified wi

(e)kept in a form which permits identification of data subjects for no longer than is ne
for the purposes for which the personal data are processed; personal data may be
longer periods insofar as the personal data will be processed solefgho/ing purposes
the public interest, scientific or historical research purposes or statistical purp
accordance with Articl89(1) subject to implementation of the appropriate technice
organisational measures required by this Regulatioorder to safeguard the rights .
freedoms of the data subject (d6édstorag

(Nprocessed in a manner that ensures appropriate security of the personal data,
protection against unauthorised or unlawful processing and againsteratetidoss

destruction or damage, using appropr.i
confidentialityéd).
2. The controller shall be responsible for, and be able to demonstrate compliance with,
paragraph ( 6accountabilityo).

Article 6

Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(a)the data subject has given consent to the processing of his or her personal data 1
more specific purposes;
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(b)processing is necessary for the performance of a contract to which the data subjec
or in order to take steps at the request of the data subject prior to entering into a co

(c)processing is necessary for compliance with a legal obligaiomhich the controller
subject;

(d)processing is necessary in order to protect the vital interests of the data subject or c
natural person;

(e)processing is necessary for the performance of a task carried out in the public inti@
the exercise of official authority vested in the controller;

(Hprocessing is necessary for the purposes of the legitimate interests pursued by the
or by a third party, except where such interests are overridden by the interests or fual
rights and freedoms of the data subject which require protection of personal data, in
where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities
in the performancef their tasks.

2. Member States may maintain or introduce more specific provisions to adapt the application
of the rules of this Regulation with regard to processing for compliance with pojirtsd(e)

of paragraph 1 by determining more precisglgcific requirements for the processing and other
measures to ensure lawful and fair processing including for other specific processing situations
as provided for in Chapter IX.

3. The basis for the processing referred to in point (c) and (e) of pphelgshall be laid down
by:

(@) Union law; or

(b) Member State law to which the controller is subject.

The purpose of the processing shall be determined in that legal basis or, as regards the
processing referred to in point (e) of paragraph 1, shall be necessary for the performance of a
task carried out in the public interest or in the exercise of offahority vested in the
controller. That legal basis may contain specific provisions to adapt the application of rules of
this Regulation, inter alia: the general conditions governing the lawfulness of processing by the
controller; the types of data whiee subject to the processing; the data subjects concerned;
the entities to, and the purposes for which, the personal data may be disclosed; the purpose
limitation; storage periods; and processing operations and processing procedures, including
measures tensure lawful and fair processing such as those for other specific processing
situations as provided for in Chapter IX. The Union or the MerSkete law shall meet an
objective of public interest and be proportionate to the legitimate aim pursued.

4. Where the processing for a purpose other than that for which the personal data have been
collected is not based on the data subject's consent or on a Union or N&tatbdéaw which
constitutes a necessary and proportionate measure in a democratic sosegfiggiard the
objectives referred to in Article 23(1), the controller shall, in order to ascertain whether
processing for another purpose is compatible with the purpose for which the personal data are
initially collected, take into account, inter alia:
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(a)any link between the purposes for which the personal data have been collected
purposes of the intended further processing;

(b)the context in which the personal data have been collected, in particular regart
relationship between dasaibjects and the controller;

(c)the nature of the personal data, in particular whether special categories of persona
processed, pursuant to Article 9, or whether personal data related to criminal convict
offences are processed, purduanArticle 10;

(d)the possible consequences of the intended further processing for data subjects;
(e)tthe existence of appropriate safeguards, which may include encryption or pseudony

Article 7
Conditions for consent

1. Where processing based on consent, the controller shall be able to demonstrate that the
data subject has consented to processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also
concerns other nti@rs, the request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using clear
and plain language. Any part of such a declaration which constitutes aigenfiemt of this
Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal. Prior togiving consent, the data subject shall be informed thereof. It shall be as
easy to withdraw as to give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of
whether,nter alia, the performance of a contraahcluding the provision of a service, is
conditional on consent to the processing of personal data that is not necessary for the
performance of that contract.

Article 8
Conditions applicable to child's consent in relation to information society services

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society
services directly to a child, the processing of the personal data of a child shall be lawful where
the child is at least 16 years old. Where the child is belowgbeof 16 years, such processing
shall be lawful only if and to the extent that consent is given or authorised by the holder of
parental responsibility over the child.

MemberStates may provide by law for a lower age for those purposes provided thaivgech |
age is not below 13 years.
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2. The controller shall make reasonable efforts to verify in such cases that consent is given or
authorised by the holder of parental responsibility over the child, taking into consideration
available technology.

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on
the validity, formation or effect of a contract in relation to a child.

Article 9
Processing of special categories of personal data

1. Processing of personal dataealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric
data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:

(a)the data subject has given explicit consent to the processing of those personal data
more speied purposes, except where Union or MemB&te law provide that t
prohibition referred to in paragraph 1 may not be lifted by the data subject;

(b)processing is necessary for the purposes of carrying out the obligations and e;
specific rights of the controller or of the data subject in the field of employment anc
security and social protection law in so far as it is authorised by Wnilember State la
or a collective agreement pursuant to Mentbate law providing for appropriate safegu.
for the fundamental rights and the interests of the data subject;

(c)processing is necessary to protect the vital interests of the dagatsubpf another natui
person where the data subject is physically or legally incapable of giving consent;

(d)processing is carried out in the course of its legitimate activities with appropriate saf
by a foundation, association or any othet-for-profit body with a political, philosophic:i
religious or trade union aim and on condition that the processing relates solely
members or to former members of the body or to persons who have regular conta
in connection with its pugses and that the personal data are not disclosed outside tr
without the consent of the data subjects;

(e)processing relates to personal data which are manifestly made public by the data s

(Hprocessing is necessary for the establishpexercise or defence of legal claims or when
courts are acting in their judicial capacity;

(g)processing is necessary for reasons of substantial public interest, on the basis of
Member State law which shall be proportionate to the@insued, respect the essenc
the right to data protection and provide for suitable and specific measures to safec
fundamental rights and the interests of the data subject;

(h)processing is necessary for the purposes of preventive or occgbatiedicine, for tr
assessment of the working capacity of the employee, medical diagnosis, the pro
health or social care or treatment or the management of health or social care sys
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services on the basis of Union or MemBgaite law or prsuant to contract with a hee
professional and subject to the conditions and safeguards referred to in paBagraph

(processing is necessary for reasons of public interest in the area of public health
protecting against seriowsossborder threats to health or ensuring high standards of ¢
and safety of health care and of medicinal products or medical devices, on the basis
or MemberState law which provides for suitable and specific measures to safegu
rightsand freedoms of the data subject, in particular professional secrecy;

())processing is necessary for archiving purposes in the public interest, scientific or h
research purposes or statistical purposes in accordance with 8&fd)ebased ok/nion ol
Member State law which shall be proportionate to the aim pursued, respect the esse
right to data protection and provide for suitable and specific measures to safeg!
fundamental rights and the interests of the data subject.

3. Personal data referred to in paragrapimay be processed for the purposes referred to in
point (h) of paragrapl2 when those data are processed by or under the responsibility of a
professional subject to the obligation of professional secrecy under dmidember State law

or rules established by national competent bodies or by another person also subject to an
obligation of secrecy under Union or Memi&tate law or rules established by national
competent bodies.

4. Member States may maintain or intumg further conditions, including limitations, with
regard to the processing of genetic data, biometric data or data concerning health.

Article 10
Processing of personal data relating to criminal convictions and offences

Processing of personal data relating to criminal convictions and offences or related security
measures based on Arti@dél) shall be carried out only under the control of official authority

or when the processing is authorised by Union or MerStegte lawproviding for appropriate
safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal
convictions shall be kept only under the control of official authority.

Article 11
Processing which does not require identification

1. If the purposes for which a controller processes personal data do not or do no longer require
the identification of a data subject by the controller, the controller shall not be obliged to
maintain, acquire or process additional information in ordédentify the data subject for the

sole purpose of complying with this Regulation.

2. Where, in cases referred to in paragraph 1 of this Article, the controller is able to
demonstrate that it is not in a position to identify the data subject, the lmnstaall inform

the data subject accordingly, if possible. In such cases, Articles 15 to 20 shall not apply except
where the data subject, for the purpose of exercising his or her rights under those articles,
provides additional information enabling loisher identification.
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CHAPTER IlI
Rights of the data subject

Section 1
Transparency and modalities

Article 12

Transparent information, communication and modalities for the exercise of the rights of
the data subject

1. The controller shall take appropgameasures to provide any information referred to in
Articles 13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing
to the data subject in a concise, transparent, intelligible and easily accessible form, using clear
and plan language, in particular for any information addressed specifically to a child. The
information shall be provided in writing, or by other means, including, where appropriate, by
electronic means. When requested by the data subject, the information prayited orally,
provided that the identity of the data subject is proven by other means.

2. The controller shall facilitate the exercise of data subject rights under AdkEles22. In

the cases referred to in Article 11(2), the controller shaltefose to act on the request of the
data subject for exercising his or her rights under Articles 15 to 22, unless the controller
demonstrates that it is not in a position to identify the data subject.

3. The controller shall provide information on actimken on a request under ArticlEsto22

to the data subject without undue delay and in any event within one month of receipt of the
request. That period may be extended by two further months where necessary, taking into
account the complexity and nuenof the requests. The controller shall inform the data subject

of any such extension within one month of receipt of the request, together with the reasons for
the delay. Where the data subject makes the request by electronic form means, the information
shall be provided by electronic means where possible, unless otherwise requested by the data
subject.

4. If the controller does not take action on the request of the data subject, the controller shall
inform the data subject without delay and at the tatékin one month of receipt of the request

of the reasons for not taking action and on the possibility of lodging a complaint with a
supervisory authority and seeking a judicial remedy.

5. Information provided under Articles 13 and 14 and aognmunication and any actions
taken under Articles 15 to 22 and 34 shall be provided free of charge. Where requests from a
data subject are manifestly unfounded or excessive, in particular because of their repetitive
character, the controller may either:

(a)charge a reasonable fee taking into account the administrative costs of provic
information or communication or taking the action requested; or

(b) refuse to act on the request.
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The controller shall bear the burden of demonstratingrtaeifestly unfounded or excessive
character of the request.

6. Without prejudice to Article 11, where the controller has reasonable doubts concerning the
identity of the natural person making the request referred to in Articles 15 to 21, the controller
may request the provision of additional information necessary to confirm the identity of the
data subject.

7. The information to be provided to data subjects pursuant to Articles 13 and 14 may be
provided in combination with standardised icons in ordgive in an easily visible, intelligible

and clearly legible manner a meaningful overview of the intended processing. Where the icons
are presented electronically they shall be macteaeable.

8. The Commission shall be empowered to adopt delegatedhaamtcordance with Articl@2
for the purpose of determining the information to be presented by the icons and the procedures
for providing standardised icons.

Section 2
Information and access to personal data

Article 13
Information to be provided where personal data are collected from the data subject

1. Where personal data relating to a data subject are collected from the data subject, the
controller shall, at the time when personal data are obtained, provide the data subject with all
of the followinginformation:

(a)the identity and the contact details of the controller and, where applicable, of the cor
representative;

(b) the contact details of the data protection officer, where applicable;

(c)the purposes of the processing for whilee personal data are intended as well as the
basis for the processing;

(d)where the processing is based on point (f) of Article 6(1), the legitimate interests put
the controller or by a third party;

(e) the recipients or categoriesreficipients of the personal data, if any;

(Hwhere applicable, the fact that the controller intends to transfer personal data tc
country or international organisation and the existence or absence of an adequacy
by the Commission, or irhé case of transfers referred to in Artidor 47, or the seco
subparagraph of Articldé9(1), reference to the appropriate or suitable safeguards ¢
means by which to obtain a copy of them or where they have been made available.

2. In additionto the information referred to in paragraph 1, the controller shall, at the time
when personal data are obtained, provide the data subject with the following further information
necessary to ensure fair and transparent processing:
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(a)the period for whiclthe personal data will be stored, or if that is not possible, the ¢
used to determine that period;

(b)the existence of the right to request from the controller access to and rectification ol
of personal data or restriction of processoumcerning the data subject or to objec
processing as well as the right to data portability;

(c)where the processing is based on point (a) of Article 6(1) or point (a) of A({R)ethe
existence of the right to withdraw consent at any tiwithout affecting the lawfulness
processing based on consent before its withdrawal,

(d) the right to lodge a complaint with a supervisory authority;

(e)whether the provision of personal data is a statutory or contractual requireme
requirement necessary to enter into a contract, as well as whether the data subject
to provide the personal data and of the possible consequences of failure to provide ¢

(Hthe existence of automated decisioaking, including profihg, referred to in Article 22(.
and (4) and, at least in those cases, meaningful information about the logic involved
as the significance and the envisaged consequences of such processing for the dat

3. Where the controller intends further process the personal data for a purpose other than
that for which the personal data were collected, the controller shall provide the data subject
prior to that further processing with information on that other purpose and with any relevant
further information as referred to in paragraph 2.

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the
information.

Article 14

Information to be provided where personal data have not been obtained from the data
subject

1. Where personal data have not been obtained from the data subject, the controller shall
provide the data subject with the following information:

(a)the identity and the contact details of the controller and, where applicable, of the cor
representative;

(b) the contact details of the data protection officer, where applicable;

(c)the purposes of the processing for which the personal data are intended as well as
basis for the processing;

(d) the categories of personal datsncerned;
(e) the recipients or categories of recipients of the personal data, if any;

(Hwhere applicable, that the controller intends to transfer personal data to a recipient |
country or international organisation and the existence @nabsof an adequacy decis
by the Commission, or in the case of transfers referred to in Adiicte 47, or the seco
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subparagraph of Article 49(1), reference to the appropriate or suitable safeguards
means to obtain a copy of them or whemythave been made available.

2. In addition to the information referred to in paragraph 1, the controller shall provide the

ni
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data subject with the following information necessary to ensure fair and transparent processing

in respect of the data subject:

(a)the period for which the personal data will be stored, or if that is not possible, the
used to determine that period;

(b)where the processing is based on point (f) of Article 6(1), the legitimate interests put
the controller or by &hird party;

(c)the existence of the right to request from the controller access to and rectification ol
of personal data or restriction of processing concerning the data subject and to «
processing as well as the right to datatability;

(d)where processing is based on point (a) of Article 6(1) or point (a) of Article 9(:
existence of the right to withdraw consent at any time, without affecting the lawful
processing based on consent before its withdrawal,

(e) the right to lodge a complaint with a supervisory authority;

(Hhfrom which source the personal data originate, and if applicable, whether it can
publicly accessible sources;

(g)the existence of automated decismaking, including profiling, eferred to in Article22(1
and (4) and, at least in those cases, meaningful information about the logic involved
as the significance and the envisaged consequences of such processing for the daf

3. The controller shall provide theformation referred to in paragraphs 1 and 2:

(a)within a reasonable period after obtaining the personal data, but at the latest wi
month, having regard to the specific circumstances in which the personal data are pi

(b)if the personatlata are to be used for communication with the data subject, at the |
the time of the first communication to that data subject; or

(c)if a disclosure to another recipient is envisaged, at the latest when the personal dat
disclosed.

4. Where the controller intends to further process the personal data for a purpose other than
that for which the personal data were obtained, the controller shall provide the data subject prior
to that further processing with information on that otheppse and with any relevant further

information as referred to in paragraph
5. Paragraphs 1 to 4 shall not apply where and insofar as:
(a) the data subject already has the information;

(b)the provision of such information proves impossible or womlalve a disproportiona
effort, in particular for processing for archiving purposes in the public interest, scier
historical research purposes or statistical purposes, subject to the conditions and s
referred to in Article 89(1) or iso far as the obligation referred to in paragrapif this
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Article is likely to render impossible or seriously impair the achievement of the objt
of that processing. In such cases the controller shall take appropriate measures to
data sbject's rights and freedoms and legitimate interests, including making the infol
publicly available;

(c)obtaining or disclosure is expressly laid down by Union or MerSkette law to which tt
controller is subject and which provides appropriatasures to protect the data subj
legitimate interests; or

(d)where the personal data must remain confidential subject to an obligation of prof
secrecy regulated by Union or Meml&tate law, including a statutory obligation of secr

Article 15
Right of access by the data subject

ni

12

1. The data subject shall have the right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and, where that is the case,

access to thpersonal data and the following information:
(@) the purposes of the processing;
(b) the categories of personal data concerned;

(c)the recipients or categories of recipient to whom the personal data have been o
disclosed, in particular recipients in third countries or international organisations;

(d)where possible, the envisaged period for which the personal data witirbd,sor, if nc
possible, the criteria used to determine that period,;

(etthe existence of the right to request from the controller rectification or erasure of
data or restriction of processing of personal data concerning the data subjesbject t
such processing;

(f) the right to lodge a complaint with a supervisory authority;

(g)where the personal data are not collected from the data subject, any available inforr
to their source;

(h)the existence of automatddcisionmaking, including profiling, referred to in Artic2(1’
and (4) and, at least in those cases, meaningful information about the logic involved
as the significance and the envisaged consequences of such processing for the daf

2. Where personal data are transferred to a third country or to an international organisation,
the data subject shall have the right to be informed of the appropriate safeguards pursuant to

Article 46 relating to the transfer.

3. The controller shall pvide a copy of the personal data undergoing processing. For any

further copies requested by the data subject, the controller may charge a reasonable fee based
on administrative costs. Where the data subject makes the request by electronic means, and
unless otherwise requested by the data subject, the information shall be provided in a commonly

used electronic form.
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4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and
freedoms of others.

Section 3
Rectification and erasure

Article 16
Right to rectification

The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her. Taking into account the
purposes of th@rocessing, the data subject shall have the right to have incomplete personal
data completed, including by means of providing a supplementary statement.

Article 17
Right to erasure (O6right to be for

1. The data subject shall have the right téagb from the controller the erasure of personal
data concerning him or her without undue delay and the controller shall have the obligation to
erase personal data without undue delay where one of the following grounds applies:

(a)the personal data are tanger necessary in relation to the purposes for which they
collected or otherwise processed;

(b)the data subject withdraws consent on which the processing is based according (&)
of Article 6(1), or point(a) of Article 9(2), and wherthere is no other legal ground for
processing;

(c)the data subject objects to the processing pursuant to Article 21(1) and there are no ¢
legitimate grounds for the processing, or the data subject objects to the processing
to Article 21(2);

(d) the personal data have been unlawfully processed;

(e)the personal data have to be erased for compliance with a legal obligation in L
MemberState law to which the controller is subject;

(Nthe personal data have been collected in relation to the offer of information society ¢
referred to in ArticleB(1).

2. Where the controller has made the personal data public and is obliged pursuant to
paragrapi to erase the personal data, teatroller, taking account of available technology

and the cost of implementation, shall take reasonable steps, including technical measures, to
inform controllers which are processing the personal data that the data subject has requested
the erasure by sh controllers of any links to, or copy or replication of, those personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:
(a) for exercising the right of freedom of expression and information;
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(b)for compliancewith a legal obligation which requires processing by Union or MerStzdt
law to which the controller is subject or for the performance of a task carried out in th
interest or in the exercise of official authority vested in the controller;

(c)for reasons of public interest in the area of public health in accordance with(hdiaits
(i) of Article 9(2) as well as Article 9(3);

(d)for archiving purposes in the public interest, scientific or historical research purp
statistical purposein accordance with Article 89(1) in so far as the right referred
paragrapi is likely to render impossible or seriously impair the achievement «
objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims.

Article 18
Right to restriction of processing

1. The data subject shall have the right to obtain from the controller restriction of processing
where one of the following applies:

(a)the accuracyf the personal data is contested by the data subject, for a period enat
controller to verify the accuracy of the personal data;

(b)the processing is unlawful and the data subject opposes the erasure of the persone
requests theestriction of their use instead,;

(c)the controller no longer needs the personal data for the purposes of the processing
are required by the data subject for the establishment, exercise or defence of legal

(d)thedata subject has objected to processing pursuant to Afi¢lg pending the verificatic
whether the legitimate grounds of the controller override those of the data subject.

2. Where processing has been restricted under paragraph 1, such persosiadifiaith the
exception of storage, only be processed with the data subject's consent or for the establishment,
exercise or defence of legal claims or for the protection of the rights of another natural or legal
person or for reasons of important pabihterest of the Union or of a MemUfetate.

3. A data subject who has obtained restriction of processing pursuant to parhgtaihbe
informed by the controller before the restriction of processing is lifted.

Article 19

Notification obligation regarding rectification or erasure of personal data or restriction
of processing

The controller shall communicate any rectification or erasure of personal data or restriction of
processing carried out in accordance with Artiidbe Article 17(1) and Article 18 each
recipient to whom the personal data have been disclosed, unless this proves impossible or
involves disproportionate effort. The controller shall inform the data subject about those
recipients if the data subject requests it.
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Article 20
Right to data portability

1. The data subject shall have the right to receive the personal data concerning him or her,
which he or she has provided to a controller, in a structured, commonly used and machine
readable format and have the right to transmit thoseaatzother controller without hindrance

from the controller to which the personal data have been provided, where:

(a)the processing is based on consent pursuant to point (a) of Article 6(1) of@ahArticle
9(2) or on a contract pursuant to pqin} of Article 6(1); and

(b) the processing is carried out by automated means.

2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject
shall have the right to have the personal data transmitted directly frooowtneller to another,
where technically feasible.

3. The exercise of the right referred to in paragragpf this Article shall be without prejudice
to Article 17. That right shall not apply to processing necessary for the performance of a task
carriedout in the public interest or in the exercise of official authority vested in the controller.

4. The right referred to in paragrafihshall not adversely affect the rights and freedoms of
others.

Section 4
Right to object and automated individualdecisiorrmaking

Article 21
Right to object

1. The data subject shall have the right to object, on grounds relating to his or her particular
situation, at any time to processing of personal data concerning him or her which is based on
point (e) or (f) ofArticle 6(1), including profiling based on those provisions. The controller
shall no longer process the personal data unless the controller demonstrates compelling
legitimate grounds for the processing which override the interests, rights and freedbms of t
data subject or for the establishment, exercise or defence of legal claims.

2. Where personal data are processed for direct marketing purposes, the data subject shall have
the right to object at any time to processing of personal data concerning hen for such
marketing, which includes profiling to the extent that it is related to such direct marketing.

3. Where the data subject objects to processing for direct marketing purposes, the personal
data shall no longer be processed for such purposes.

4. At the latest at the time of the first communication with the data subject, the right referred
to in paragraph& and 2 shall be explicitly brought to the attention of the data subject and shall
be presented clearly and separately from any othemmafion.
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5. In the context of the use of information society services, and notwithstanding
Directive2002/58/EC, the data subject may exercise his or her right to object by automated
means using technical specifications.

6. Where personal data are pessed for scientific or historical research purposes or statistical
purposes pursuant to ArticB9(1), the data subject, on grounds relating to his or her particular
situation, shall have the right to object to processing of personal data concerningham o
unless the processing is necessary for the performance of a task carried out for reasons of public
interest.

Article 22
Automated individual decisionrmaking, including profiling

1. The data subject shall have the right not to be subject to aictetiased solely on
automated processing, including profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her.

2. Paragrapii shall not apply if the decision:

(a)is necessary for entering into, performance of, a contract between the data subject
data controller;

(b)is authorised by Union or MembS8tate law to which the controller is subject and w
also lays down suitable measures to safeguard the data subject's rights and fred
legitimate interests; or

(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragaphe data controller shall
implement suitable measures to safeguard the data subject's rights and fraed teggimate
interests, at least the right to obtain human intervention on the part of the controller, to express
his or her point of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categpeesoofll

data referred to in Articl®(1), unless point (a) or (g) of Article 9(2) applies and suitable
measures to safeguard the data subject's rights and freedoms and legitimate interests are in
place.

Section 5
Restrictions

Article 23
Restrictions

1. Union or MembefState law to which the data controller or processor is subject may restrict
by way of a legislative measure the scope of the obligations and rights provided for in
Articles 12 to 22 and Articl&4, as well as Articl® in so far as its prasions correspond to the
rights and obligations provided for in Articlég to 22, when such a restriction respects the
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essence of the fundamental rights and freedoms and is a necessary and proportionate measure
in a democratic society to safeguard:

(@) national security;
(b) defence;
(c) public security;

(d)the prevention, investigation, detection or prosecution of criminal offences or the ex
of criminal penalties, including the safeguarding against and the prevention of th
public security;

(e)other important objectives of general public interest of the Union or of a Me3tditer; il
particular an important economic or financial interest of the Union or of a Mebtdie
including monetary, budgetary and taxation a matperslic health and social security;

(f) the protection of judicial independence and judicial proceedings;

(g)the prevention, investigation, detection and prosecution of breaches of ethics for r
professions;

(h)a monitoring, inspection eegulatory function connected, even occasionally, to the ex
of official authority in the cases referred to in points (a) to (e)gnhd

() the protection of the data subject or the rights and freedoms of others;
() theenforcement of civil law claims.

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific
provisions at least, where relevant, as to:

(a) the purposes of the processing or categories of processing;

(b) the categories of personal data;

(c) the scope of the restrictions introduced;

(d) the safeguards to prevent abuse or unlawful access or transfer;
(e) the specification of the controller or categories of controllers;

(Nthe storage periods and thpplicable safeguards taking into account the nature, sco
purposes of the processing or categories of processing;

(9) the risks to the rights and freedoms of data subjects; and

(h)theright of data subjects to be informed about the restriction, unless that may be prt
to the purpose of the restriction.
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CHAPTER IV
Controller and processor

Section 1
General obligations

Article 24
Responsibility of the controller

1. Taking into account the nature, scope, context and purposes of processing as well as the
risks of varying likelihood and severity for the rights and freedoms of natural persons, the
controller shall implement appropriate technical and organisatioeasunes to ensure and to

be able to demonstrate that processing is performed in accordance with this Regulation. Those
measures shall be reviewed and updated where necessary.

2. Where proportionate in relation to processing activities, the measef@sed to in
paragrapi shall include the implementation of appropriate data protection policies by the
controller.

3. Adherence to approved codes of conduct as referred to in Adffcler approved
certification mechanisms as referred to in Artdkemay be used as an element by which to
demonstrate compliance with the obligations of the controller.

Article 25
Data protection by design and by default

1. Taking into account the state of the art, the cost of implementation and the nature, scope,
conext and purposes of processing as well as the risks of varying likelihood and severity for
rights and freedoms of natural persons posed by the processing, the controller shall, both at the
time of the determination of the means for processing and antbeofithe processing itself,
implement appropriate technical and organisational measures, such as pseudonymisation,
which are designed to implement datatection principles, such as data minimisation, in an
effective manner and to integrate the necessafigguards into the processing in order to meet

the requirements of this Regulation and protect the rights of data subjects.

2. The controller shall implement appropriate technical and organisational measures for
ensuring that, by default, only persodalta which are necessary for each specific purpose of

the processing are processed. That obligation applies to the amount of personal data collected,
the extent of their processing, the period of their storage and their accessibility. In particular,
suchmeasures shall ensure that by default personal data are not made accessible without the
individual's intervention to an indefinite number of natural persons.

3. An approved certification mechanism pursuant to Ardé@demay be used as an element to
demorstrate compliance with the requirements set out in paragiaphd 2 of this Article.
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Article 26
Joint controllers

1. Where two or more controllers jointly determine the purposes and means of processing,
they shall be joint controllers. They shall irtransparent manner determine their respective
responsibilities for compliance with the obligations under this Regulation, in particular as
regards the exercising of the rights of the data subject and their respective duties to provide the
information refered to in Articlesl3 and 14, by means of an arrangement between them unless,
and in so far as, the respective responsibilities of the controllers are determined by Union or
MemberState law to which the controllers are subject. The arrangement may designa
contact point for data subjects.

2. The arrangement referred to in paragraph 1 shall duly reflect the respective roles and
relationships of the joint controllevss-a-vis the data subjects. The essence of the arrangement
shall be made available toe data subject.

3. lrrespective of the terms of the arrangement referred to in paragraph 1, the data subject may
exercise his or her rights under this Regulation in respect of and against each of the controllers.

Article 27
Representatives of controlles or processors not established in the Union

1. Where Article 3(2) applies, the controller or the processor shall designate in writing a
representative in the Union.

2. The obligation laid down in paragraph 1 of this Article shall not apply to:

(a)processing which is occasional, does not include, on a large scale, processing ¢
categories of data as referred to in Article 9(1) or processing of personal data re
criminal convictions and offences referred to in Article 10, and is ugliketesult in a ris
to the rights and freedoms of natural persons, taking into account the nature, conte
and purposes of the processing; or

(b) a public authority or body.

3. The representative shall be establisimeohe of the Member States where the data subjects,
whose personal data are processed in relation to the offering of goods or services to them, or
whose behaviour is monitored, are.

4. The representative shall be mandated by the controller or prodesberaddressed in
addition to or instead of the controller or the processor by, in particular, supervisory authorities
and data subjects, on all issues related to processing, for the purposes of ensuring compliance
with this Regulation.

5. The designabn of a representative by the controller or processor shall be without prejudice
to legal actions which could be initiated against the controller or the processor themselves.
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Article 28
Processor

ni

1. Where processing is to be carried ontbehalf of a controller, the controller shall use only

processors providing sufficient guarantees to implement appropriate technical

12

and

organisational measures in such a manner that processing will meet the requirements of this

Regulation and ensuredlprotection of the rights of the data subject.

2. The processor shall not engage another processor without prior specific or general written
authorisation of the controller. In the case of general written authorisation, the processor shall
inform the cantroller of any intended changes concerning the addition or replacement of other

processors, thereby giving the controller the opportunity to object to such changes.

3. Processing by a processor shall be governed by a contract or other legal act imder Un
MemberState law, that is binding on the processor with regard to the controller and that sets
out the subjeematter and duration of the processing, the nature and purpose of the processing,
the type of personal data and categories of data sulajedtthe obligations and rights of the
controller. That contract or other legal act shall stipulate, in particular, that the processor:

(a)processes the personal data only on documented instructions from the controller, i
with regard to transfersf personal data to a third country or an international organis
unless required to do so by Union or MemS$#ate law to which the processor is subjec
such a case, the processor shall inform the controller of that legal requiremen
procesing, unless that law prohibits such information on important grounds of
interest;

(b)ensures that persons authorisegrocess the personal data have committed themse
confidentiality or are under an appropriate statutory obligation of confidentiality;

(c) takes all measures required pursuant to Article 32;
(d)respects the conditions referred to in paragsaphnd 4 for engaging another processc

(eytaking into account the nature of the processing, assists the controller by apy
technical and organisationaleasures, insofar as this is possible, for the fulfilment ¢
controller's obligation to respond to requests for exercising the data subject's rights I
in Chapter I,

(fassists the controller in ensuring compliance with the obligatiorssigot to Articles82 tc
36 taking into account the nature of processing and the information available to the pi

(g)at the choice of the controller, deletes or returns all the personal data to the contra
the end of the provision skrvices relating to processing, and deletes existing copies
Union or Member State law requires storage of the personal data;

(h)makes available to the controller all information necessary to demonstrate complial
the obligations laid dowim this Article and allow for and contribute to audits, inclut
inspections, conducted by the controller or another auditor mandated by the control
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With regard to poingh) of the first subparagraph, the processor shall immediately inform the
controller if, in its opinion, an instruction infringes this Regulation or other Union or
MemberState data protection provisions.

4. Where a processor engages another processor for carrying out specific processing activities
on behalf of the controllethe same data protection obligations as set out in the contract or
other legal act between the controller and the processor as referred to in paragraph 3 shall be
imposed on that other processor by way of a contract or other legal act under Union or Membe
State law, in particular providing sufficient guarantees to implement appropriate technical and
organisational measures in such a manner that the processing will meet the requirements of this
Regulation. Where that other processor fails to fulfil ite.gabtection obligations, the initial
processor shall remain fully liable to the controller for the performance of that other processor's
obligations.

5. Adherence of a processor to an approved code of conduct as referred to in4@rticlan
approvedcertification mechanism as referred to in Artid2 may be used as an element by
which to demonstrate sufficient guarantees as referred to in paragraptd of thisArticle.

6. Without prejudice to an individual contract between the controller lamgbitocessor, the
contract or the other legal act referred to in paragraphs 3 and 4 of this Article may be based, in
whole or in part, on standard contractual clauses referred to in paragrapdis of this Article,
including when they are part of a d¢écation granted to the controller or processor pursuant to
Articles 42 and 43.

7. The Commission may lay down standard contractual clauses for the matters referred to in
paragraph 3 and 4 of this Article and in accordance with the examination procsdwmed to
in Article 93(2).

8. A supervisory authority may adopt standard contractual clauses for the matters referred to
in paragraph 3 and 4 of this Article and in accordance with the consistency mechanism referred
to in Article 63.

9. The contrator the other legal act referred to in paragraphs 3 and 4 shall be in writing,
including in electronic form.

10. Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by
determining the purposes and means of processiagyrocessor shall be considered to be a
controller in respect of that processing.

Article 29
Processing under the authority of the controller or processor

The processor and any person acting under the authority of the controller or of the processor,
who has access to personal data, shall not process those data except on instructions from the
controller, unless required to do so by Union or Mengiate law.
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Article 30
Records of processing activities

1. Each controller and, where applicable, the cordrlrepresentative, shall maintain a
record of processing activities under its responsibility. That record shall contain all of the
following information:

(a)he name and contact details of the controller and, where applicable, the joint contr
controller's representative and the data protection officer;

(b) the purposes of the processing;
(c)a description of the categories of data subjects and of the categories of personal d¢

(d)the categories of recipients to whom the personal data have been or will be d
including recipients in third countries or international organisations;

(e)where applicable, transfers of personal data to a third country or an interr
organiséion, including the identification of that third country or international organis
and, in the case of transfers referred to in the second subparagraph of4&(tlgleth
documentation of suitable safeguards;

(f)where possible, the envisaged tilimeits for erasure of the different categories of data;

(g)where possible, a general description of the technical and organisational security r
referred to in Article32(1).

2. Each processor and, where applicable, the processpiresentative shall maintain a record
of all categories of processing activities carried out on behalf of a controller, containing:

(a)the name and contact details of the processor or processors and of each controller
of which the processor &cting, and, where applicable, of the controller's or the proce
representative, and the data protection officer;

(b) the categories of processing carried out on behalf of each controller;

(c)where applicable, transfers of personal data to a third country or an interr
organisation, including the identification of that third country or international organi
and, in the case of transfers referred to in the second subparagraph lef48(tg, th
documentation of suitable safeguards;

(d)where possible, a general description of the technical and organisational security r
referred to in Article32(1).

3. The records referred to in paragraphs 1 and 2 shall be in wiiticigding in electronic
form.

4. The controller or the processor and, where applicable, the controller's or the processor's
representative, shall make the record available to the supervisory authority on request.

5. The obligations referred to in paraphs 1 and 2 shall not apply to an enterprise or an
organisation employing fewer than 250 persons unless the processing it carries out is likely to
result in a risk to the rights and freedoms of daflajects, the processing is not occasional, or
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the proessing includes special categories of data as referred to in Aigler personal data
relating to criminal convictions and offences referred to in Arti€le

Article 31
Cooperation with the supervisory authority

The controller and the processor amthere applicable, their representatives, shall cooperate,
on request, with the supervisory authority in the performance of its tasks.

Section 2
Security of personal data

Article 32
Security of processing

1. Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, the controller hadptocessor shall implement
appropriate technical and organisational measures to ensure a level of security appropriate to
the risk, including inter alia as appropriate:

(a) the pseudonymisation and encryption of personal data;

(b)the ability to ensureéhe ongoing confidentiality, integrity, availability and resilienc
processing systems and services;

(c)the ability to restore the availability and access to personal data in a timely mann
event of a physical or technical incident;

(d)a process for regularly testing, assessing and evaluating the effectiveness of tech
organisational measures for ensuring the security of the processing.

2. In assessing the appropriate level of security account shall be taken in particudanisish

that are presented by processing, in particular from accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise
processed.

3. Adherence to an approved code of asctdas referred to in Article 40 or an approved
certification mechanism as referred to in Article 42 may be used as an element by which to
demonstrate compliance with the requirements set out in paragraph 1 of this Article.

4. The controller and processshall take steps to ensure that any natural person acting under
the authority of the controller or the processor who has access to personal data does not process
them except on instructions from the controller, unless he or she is required to do sorby Un

or Member State law.
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Article 33
Notification of a personal data breach to the supervisory authority

1. In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having becanwee of it, notify the personal data breach

to the supervisory authority competent in accordance with Agfjeinless the personal data
breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where the
notification to thesupervisory authority is not made within @@urs, it shall be accompanied

by reasons for the delay.

2. The processor shall notify the controller without undue delay after becoming aware of a
personal data breach.

3. The naotification referred to in pagraph 1 shall at least:

(a)describe the nature of the personal data breach including where possible, the cate¢
approximate number of data subjects concerned and the categories and approxima
of personal data records concerned,;

(b)communicate the name and contact details of the data protection officer or other
point where more information can be obtained;

(c) describe the likely consequences of the personal data breach;

(d)describeghe measures taken or proposed to be taken by the controller to address the
data breach, including, where appropriate, measures to mitigate its possible advers

4. Where, and in so far as, it is not possible to provide the informatitre same time, the
information may be provided in phases without undue further delay.

5. The controller shall document any personal data breaches, comprising the facts relating to
the personal data breach, its effects and the remedial action tdderdocumentation shall
enable the supervisory authority to verify compliance with this Article.

Article 34
Communication of a personal data breach to the data subject

1. When the personal data breach is likely to result in a high risk to the right®addms of
natural persons, the controller shall communicate the personal data breach to the data subject
without undue delay.

2. The communication to the data subject referred to in paragraph 1 of this Article shall
describe in clear and plain language nature of the personal data breach and contain at least
the information and measures referred to in pdinis(c) and (d) of Article83(3).

3. The communication to the data subject referred to in paradraphll not be required if
any of the fdlowing conditions are met:

(a)the controller has implemented appropriate technical and organisational protection rr
and those measures were applied to the personal data affected by the personal d¢
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in particular those that render the pemslodata unintelligible to any person who is
authorised to access it, such as encryption;

(b)the controller has taken subsequent measures which ensure that the high risk to
and freedoms of data subjects referred to in paradgrapho longer likely to materialise

(c)it would involve disproportionate effort. In such a case, theedl shstead be a pub
communication or similar measure whereby the data subjects are informed in an
effective manner.

4. If the controller has not already communicated the personal data breach to the data subject,
the supervisory authority, fieng considered the likelihood of the personal data breach resulting

in a high risk, may require it to do so or may decide that any of the conditions referred to in
paragraph 3 are met.

Section 3
Data protection impact assessment and prior consultation

Article 35
Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in a high risk to the
rights and freedms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of personal
data. A single assessment may address a set of similar processing opératjgneséent similar

high risks.

2. The controller shall seek the advice of the data protection officer, where designated, when
carrying out a data protection impact assessment.

3. Adata protection impact assessment referred to in parafyistdd| inparticular be required
in the case of:

(a)a systematic and extensive evaluation of personal aspects relating to natural persc
is based on automated processing, including profiling, and on which decisions are b
produce legal effects conecéng the natural person or similarly significantly affect
natural person;

(b)processing on a large scale of special categories of data referred to in ¥tt)cler o
personal data relating to criminal convictions and offences referredhtbigie 10; or

(c) a systematic monitoring of a publicly accessible area on a large scale.

4. The supervisory authority shall establish and make public a list of the kind of processing
operations whichare subject to the requirement for a data protection impact assessment
pursuant to paragragh The supervisory authority shall communicate those lists tBdahed
referred to in Article 68.
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5. The supervisory authority may also establish and makécmulbi$t of the kind of processing
operations for which no data protection impact assessment is required. The supervisory
authority shall communicate those lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 anddgrtipetent supervisory
authority shall apply the consistency mechanism referred to in ABBchhere such lists
involve processing activities which are related to the offering of goods or services to data
subjects or to the monitoring of their behavicuseveral Membestates, or may substantially
affect the free movement of personal data within the Union.

7. The assessment shall contain at least:

(a)a systematic description of the envisaged processing operations and the purpos
processing, icluding, where applicable, the legitimate interest pursued by the contro

(b)an assessment of the necessity and proportionality of the processing operations in r
the purposes;

(c)an assessment of the risks to the rights and freedonaataf subjects referred to
paragrapt; and

(d)the measures envisaged to address the risks, including safeguards, security mea
mechanisms to ensure the protection of personal data and to demonstrate compli
this Regulation taking into account the rights and legitimate interests of dg¢atsuan
other persons concerned.

8. Compliance with approved codes of conduct referred to in Adigléy the relevant
controllers or processors shall be taken into due account in assessing the impact of the
processing operations performed by sudmtllers or processors, in particular for the
purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to teetmotof commercial
or public interests or the security of processing operations.

10. Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis in Union law

or in the law of the MembeState to which the controller is subject, thaw regulates the

specific processing operation or set of operations in question, and a data protection impact
assessment has already been carried out as part of a general impact assessment in the context
of the adoption of that legal basis, paragraptts7 shall not apply unless Memifgtiates deem

it to be necessary to carry out such an assessment prior to processing activities.

11. Where necessary, the controller shall carry out a review to assess if processing is
performed in accordance with the aadrotection impact assessment at least when there is a
change of the risk represented by processing operations.
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Article 36
Prior consultation

1. The controller shall consult the supervisory authority prior to processing where a data
protection impact aessment under Article 35 indicates that the processing would result in a
high risk in the absence of measures taken by the controller to mitigate the risk.

2. Where the supervisory authority is of the opinion that the intended processing referred to in
paragrapi would infringe this Regulation, in particular where the controller has insufficiently
identified or mitigated the risk, the supervisory authority shall, within period of up to eight
weeks of receipt of the request for consultation, providgemriadvice to the controller and,
where applicable to the processor, and may use any of its powers referred to irbAriidiat

period may be extended by six weeks, taking into account the complexity of the intended
processing. The supervisory authorstyall inform the controller and, where applicable, the
processor, of any such extension within one month of receipt of the request for consultation
together with the reasons for the delay. Those periods may be suspended until the supervisory
authority haobtained information it has requested for the purposes of the consultation.

3. When consulting the supervisory authority pursuant to paradragite controller shall
provide the supervisory authority with:

(a)where applicable, the respectivesponsibilities of the controller, joint controllers
processors involved in the processing, in particular for processing within a gr
undertakings;

(b) the purposes and means of the intended processing;

(c)the measures and safeguards pravitte protect the rights and freedoms of data sut
pursuant to this Regulation;

(d) where applicable, the contact details of the data protection officer;
(e) the data protection impact assessment provided for in Aggland
() anyother information requested by the supervisory authority.

4. Member States shall consult the supervisory authority during the preparation of a proposal
for a legislative measure to be adopted by a national parliament, or of a regulatory measure
based a such a legislative measure, which relates to processing.

5. Notwithstanding paragragh MembeiState law may require controllers to consult with,
and obtain prior authorisation from, the supervisory authority in relation to processing by a
controllerfor the performance of a task carried out by the controller in the public interest,
including processing in relation to social protection and public health.
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Section 4
Data protection officer

Article 37
Designation of the data protection officer
1. Thecontroller and the processor shall designate a data protection officer in any case where:

(a)the processing is carried out by a public authority or body, except for courts acting
judicial capacity;

(b)the core activities of the controller thre processor consist of processing operations v
by virtue of their nature, their scope and/or their purposes, require regular and sy
monitoring of data subjects on a large scale; or

(c)the core activities of the controller or the processmsist of processing on a large sca
special categories of data pursuant to Art&cland personal data relating to crim
convictions and offences referred to in Artidi@.

2. A group of undertakings may appoint a single data protection officer provided that a data
protection officer is easily accessible from each establishment.

3. Where the controller or the processor is a public authority or body, a single data @motecti
officer may be designated for several such authorities or bodies, taking account of their
organisational structure and size.

4. In cases other than those referred to in paragtaghe controller or processor or
associations and other bodies repréagrcategories of controllers or processors may or, where
required by Union or Member State law shall, designate a data protection officer. The data
protection officer may act for such associations and other bodies representing controllers or
processors.

5. The data protection officer shall be designated on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability to fulfil the
tasks referred to in Articl&9.

6. The data protection bfer may be a staff member of the controller or processor, or fulfil
the tasks on the basis of a service contract.

7. The controller or the processor shall publish the contact details of the data protection officer
and communicate them to the superwsauthority.

Article 38
Position of the data protection officer

1. The controller and the processor shall ensure that the data protection officer is involved,
properly and in a timely manner, in all issues which relate to the protection of personal data.
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2. The controller and processor shall support the data protection officer in performing the tasks
referred to in Article89 by providing resources necessary to carry out those tasks and access to
personal data and processing operations, and to mahigaon her expert knowledge.

3. The controller and processor shall ensure that the data protection officer does not receive
any instructions regarding the exercise of those tasks. He or she shall not be dismissed or
penalised by the controller or the pessor for performing his tasks. The data protection officer
shall directly report to the highest management level of the controller or the processor.

4. Data subjects may contact the data protection officer with regard to all issues related to
processig of their personal data and to the exercise of their rights under this Regulation.

5. The data protection officer shall be bound by secrecy or confidentiality concerning the
performance of his or her tasks, in accordance with Union or Me&tat law.

6. The data protection officer may fulfil other tasks and duties. The controller or processor
shall ensure that any such tasks and duties do not result in a conflict of interests.

Article 39
Tasks of the data protection officer
1. The data protectionfiicer shall have at least the following tasks:

(a)tto inform and advise the controller or the processor and the employees who ¢
processing of their obligations pursuant to this Regulation and to other Union or I
State data protectigrovisions;

(b)to monitor compliance with this Regulation, with other Union or Mendtate dat
protection provisions and with the policies of the controller or processor in relatior
protection of personal data, including the assignment of nsgpbties, awarenessaising
and training of staff involved in processing operations, and the related audits;

(c)to provide advice where requested as regards the data protection impact asses:
monitor its performance pursuant to Artidg;

(d) to cooperate with the supervisory authority;

(e)to act as the contact point for the supervisory authority on issues relating to pro
including the prior consultation referred to in Arti@é, and to consult, where appropri
with regard taany other matter.

2. The data protection officer shall in the performance of his or her tasks have due regard to
the risk associated with processing operations, taking into account the nature, scope, context
and purposes of processing.

74


http://www.gkdm.co.il/contact-us/
http://www.gkdm.co.il/contact-us/

GIRDI]

1'T '2710 TUN | OTP X'
GI.IY KEDEM | LAW OFFICE

03 5157GDBR-> D' DN V! D' pPOVI NI 12

Section 5
Codesof conduct and certification

Article 40
Codes of conduct

1. The Member States, the supervisory authorities, the Board and the Commission shall
encourage the drawing up of codes of conduct intended to contribute to the proper application
of this Regulatia, taking account of the specific features of the various processing sectors and
the specific needs of micro, small and medisiaed enterprises.

2. Associations and other bodies representing categories of controllers or processors may
prepare codes ofonduct, or amend or extend such codes, for the purpose of specifying the
application of this Regulation, such as with regard to:

(@) fair and transparent processing;

(b) the legitimate interests pursued by controllers in specific contexts;
(c) thecollection of personal data,;

(d) the pseudonymisation of personal data;

(e) the information provided to the public and to data subjects;

() the exercise of the rights of data subjects;

(g)the information provided to, and the protectionaffildren, and the manner in which
consent of the holders of parental responsibility over children is to be obtained;

(h)the measures and procedures referred to in Articles 24 and 25 and the measures
security of processing referred toAumticle 32;

()the notification of personal data breaches to supervisory authorities and the commt
of such personal data breaches to data subjects;

(j) the transfer of personal data to third countries or international organisations; or

(k)out-of-court proceedings and other dispute resolution procedures for resolving ¢
between controllers and data subjects with regard to processing, without prejudic
rights of data subjects pursuant to Articles 77 and 79.

3. In addition to dherence by controllers or processors subject to this Regulation, codes of
conduct approved pursuant to paragraph 5 of this Article and having general validity pursuant
to paragraph 9 of this Article may also be adhered to by controllers or processars thatt
subject to this Regulation pursuant to Arti8len order to provide appropriate safeguards within

the framework of personal data transfers to third countries or international organisations under
the terms referred to in point (e) of Articlé(2). Such controllers or processors shall make
binding and enforceable commitments, via contractual or other legally binding instruments, to
apply those appropriate safeguards including with regard to the rights of data subjects.
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4. A code of conduateferred to in paragraph 2 of this Article shall contain mechanisms which
enable the body referred to in Artield(1l) to carry out the mandatory monitoring of
compliance with its provisions by the controllers or processors which undertake to apply it,
without prejudice to the tasks and powers of supervisory authorities competent pursuant to
Article 55 or 56.

5. Associations and other bodies referred to in paragraph 2 of this Article which intend to
prepare a code of conduct or to amend or extend anngxide shall submit the draft code,
amendment or extension to the supervisory authority which is competent pursuant tbArticle
The supervisory authority shall provide an opinion on whether the draft code, amendment or
extension complies with this Relgtion and shall approve that draft code, amendment or
extension if it finds that it provides sufficient appropriate safeguards.

6. Where the draft code, or amendment or extension is approved in accordance with
paragrapltb, and where the code of condeoncerned does not relate to processing activities
in several MembeS$tates, the supervisory authority shall register and publish the code.

7. Where a draft code of conduct relates to processing activities in several Matauest the
supervisory authdty which is competent pursuant to Article 55 shall, before approving the
draft code, amendment or extension, submit it in the procedure referred to in @3ticehe
Board which shall provide an opinion on whether the draft code, amendment or extensio
complies with this Regulation or, in the situation referred to in parag@ayghthis Article,
provides appropriate safeguards.

8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment or
extension complies with this Regtion, or, in the situation referred to in paragr8pbrovides
appropriate safeguards, the Board shall submit its opinion to the Commission.

9. The Commission may, by way of implementing acts, decide that the approved code of
conduct, amendment or extsion submitted to it pursuant to paragr@psf this Article have
general validity within the Union. Those implementing acts shall be adopted in accordance with
the examination procedure set out in Artig&{2).

10. The Commission shall ensure apprafe publicity for the approved codes which have
been decided as having general validity in accordance with paragraph 9.

11. The Board shall collate all approved codes of conduct, amendments and extensions in a
register and shall make them publicly aghle by way of appropriate means.

Article 41
Monitoring of approved codes of conduct

1. Without prejudice to the tasks and powers of the competent supervisory authority under
Articles 57 and 58, the monitoring of compliance with a code of conduct pursuArticle 40

may be carried out by a body which has an appropriate level of expertise in relation to the
subjectmatter of the code and is accredited for that purpose by the competent supervisory
authority.
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2. A body as referred to in paragraptimaybe accredited to monitor compliance with a code
of conduct where that body has:

(a)Jdemonstrated its independence and expertise in relation to the subjéet of the code
the satisfaction of the competent supervisory authority;

(b)establishegrocedures which allow it to assess the eligibility of controllers and proc
concerned to apply the code, to monitor their compliance with its provisions
periodically review its operation;

(c)established procedures and structures to hamatfglaints about infringements of the c
or the manner in which the code has been, or is being, implemented by a cont
processor, and to make those procedures and structures transparent to data subje
public; and

(d)demonstratedo the satisfaction of the competent supervisory authority that its tas
duties do not result in a conflict of interests.

3. The competent supervisory authority shall submit the draft criteria for accreditation of a
body as referred to in paraghaf of this Article to the Board pursuant to the consistency
mechanism referred to in ArtickS.

4. Without prejudice to the tasks and powers of the competent supervisory authority and the
provisions of ChaptevIll, a body as referred to in paragraploflthis Article shall, subject to
appropriate safeguards, take appropriate action in cases of infringement of the code by a
controller or processor, including suspension or exclusion of the controller or processor
concerned from the code. It shall infothre competent supervisory authority of such actions
and the reasons for taking them.

5. The competent supervisory authority shall revoke the accreditation of a body as referred to
in paragrapti if the conditions for accreditation are not, or are nodonget or where actions
taken by the body infringe this Regulation.

6. This Article shall not apply to processing carried out by public authorities and bodies.

Article 42
Certification

1. The Member States, the supervisory authorities, the Boardhendemmission shall
encourage, in particular at Union level, the establishment of data protection certification
mechanisms and of data protection seals and marks, for the purpose of demonstrating
compliance with this Regulation of processing operationsdmgrollers and processors. The
specific needs of micro, small and medisiped enterprises shall be taken into account.

2. In addition to adherence by controllers or processors subject to this Regulation, data
protection certification mechanisms, seatsmarks approved pursuant to paragrapf this

Article may be established for the purpose of demonstrating the existence of appropriate
safeguards provided by controllers or processors that are not subject to this Regulation pursuant
to Article 3 within the framework of personal data transfers to third countries or international
organisations under the terms referred to in p@nof Article 46(2). Such controllers or
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processors shall make binding and enforceable commitments, via contractual oegdher |
binding instruments, to apply those appropriate safeguards, including with regard to the rights
of data subjects.

3. The certification shall be voluntary and available via a process that is transparent.

4. A certification pursuant to this Article does not reduce the responsibility of the controller
or the processor for compliance with this Regulation and is without prejudice to the tasks and
powers of the supervisory authorities which are competentigoirso Article55 or56.

5. A certification pursuant to this Article shall be issued by the certification bodies referred to
in Article 43 or by the competent supervisory authority, on the basis of criteria approved by
that competent supervisory authgrpursuant to Articlé8(3) or by the Board pursuant to
Article 63. Where the criteria are approved by the Board, this may result in a common
certification, the European Data Protection Seal.

6. The controller or processor which submits its processintpé certification mechanism
shall provide the certification body referred to in Artidl& or where applicable, the competent
supervisory authority, with all information and access to its processing activities which are
necessary to conduct the certion procedure.

7. Certification shall be issued to a controller or processor for a maximum period of three years
and may be renewed, under the same conditions, provided that the relevant requirements
continue to be met. Certification shall be withdrawas applicable, by the certification bodies
referred to in Articled3 or by the competent supervisory authority where the requirements for
the certification are not or are no longer met.

8. The Board shall collate all certification mechanisms and datagiion seals and marks in
a register and shall make them publicly available by any appropriate means.

Article 43
Certification bodies

1. Without prejudice to the tasks and powers of the competent supervisory authority under
Articles 57 and 58, certifiation bodies which have an appropriate level of expertise in relation

to data protection shall, after informing the supervisory authority in order to allow it to exercise
its powers pursuant to point (h) of Artidd&(2) where necessary, issue and renestification.

Member States shall ensure that those certification bodies are accredited by one or both of the
following:

(a) the supervisory authority which is competent pursuant to Aisiler 56;

(b)the national accreditation body named in accordance with Regulation (EZ%M2008 ¢
the European Parliament and of the Coufagiln accordance with ENSO/IEC 17065/201
and with the additional requirements established by the supervisory authority w
competent pursuant to Artickd or56.

2. Certification bodies referred to in paragrdpbkhall be accrediteh accordance with that
paragraph only where they have:
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(a)Jdemonstrated their independence and expertise in relation to the subjtat of th
certification to the satisfaction of the competent supervisory authority;

(b)undertaken to respect theteria referred to in Articld2(5) and approved by the supervis
authority which is competent pursuant to Artible or56 or by the Board pursuant
Article 63;

(c)established procedures for the issuing, periodic review and withdrawal of degatipr
certification, seals and marks;

(d)established procedures and structures to handle complaints about infringement
certification or the manner in which the certification has been, or is being, impleme
the controller or processand to make those procedures and structures transparent
subjects and the public; and

(e)demonstrated, to the satisfaction of the competent supervisory authority, that their t
duties do not result in a conflict of interests.

3. The acceditation of certification bodies as referred to in paragrapdnsd 2 of this Article

shall take place on the basis of criteria approved by the supervisory authority which is
competent pursuant to ArtickS or 56 or by the Board pursuant to Artiél@ In the case of
accreditation pursuant to poifit) of paragrapil of this Article, those requirements shall
complement those envisaged in Regulation (EC)78&2008 and the technical rules that
describe the methods and procedures of the certificatioedodi

4. The certification bodies referred to in paragrdpbkhall be responsible for the proper
assessment leading to the certification or the withdrawal of such certification without prejudice
to the responsibility of the controller or processor for compbawith this Regulation. The
accreditation shall be issued for a maximum period of five years and may be renewed on the
same conditions provided that the certification body meets the requirements set out in this
Article.

5. The certification bodies refiexd to in paragraph shall provide the competent supervisory
authorities with the reasons for granting or withdrawing the requested certification.

6. The requirements referred to in paragr&pbf this Article and the criteria referred to in
Article 42(5) shall be made public by the supervisory authority in an easily accessible form.
The supervisory authorities shall also transmit those requirements and criteria to the Board. The
Board shall collate all certification mechanisms and data protectionisealegister and shall

make them publicly available by any appropriate means.

7. Without prejudice to Chapter VIII, the competent supervisory authority or the national
accreditation body shall revoke an accreditation of a certification body pursyamnatpaph

of this Article where the conditions for the accreditation are not, or are no longer, met or where
actions taken by a certification body infringe this Regulation.

8. The Commission shall be empowered to adopt delegated acts in accordafoieiei®2
for the purpose of specifying the requirements to be taken into account for the data protection
certification mechanisms referred to in Artid2(1).
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9. The Commission may adopt implementing acts laying down technical standards for
certificaion mechanisms and data protection seals and marks, and mechanisms to promote and
recognise those certification mechanisms, seals and marks. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in AG{@e

CHAPTER V
Transfers of personal data to third countries or international organisations

Article 44
General principle for transfers

Any transfer of personal data which are undergoing processing or are intended for processing
after transfer to a third country or to an international organisation shall take place only if, subject
to the other provisions of this Regulation, the conditlaitsdown in this Chapter are complied

with by the controller and processor, including for onward transfers of personal data from the
third country or an international organisation to another third country or to another international
organisation. All proisions in this Chapter shall be applied in order to ensure that the level of
protection of natural persons guaranteed by this Regulation is not undermined.

Article 45
Transfers on the basis of an adequacy decision

1. Atransfer of personal data to a thaountry or an international organisation may take place
where the Commission has decided that the third country, a territory or one or more specified
sectors within that third country, or the international organisation in question ensures an
adequate lesl of protection. Such a transfer shall not require any specific authorisation.

2. When assessing the adequacy of the level of protection, the Commission shall, in particular,
take account of the following elements:

(a)the rule of law, respect for human rights and fundamental freedoms, relevant legislati
general and sectoral, including concerning public security, defence, national sect
criminal law and the access of public authorities to personal datayelsas th
implementation of such legislation, data protection rules, professional rules and
measures, including rules for the onward transfer of personal data to another third
or international organisation which are complied with int tbauntry or internation
organisation, caskw, as well as effective and enforceable data subject rights and e
administrative and judicial redress for the data subjects whose personal data &
transferred,

(b)the existence and effectivenctioning of one or more independent supervisory authc
in the third country or to which an international organisation is subject, with respon
for ensuring and enforcing compliance with the data protection rules, including ac
enforcenent powers, for assisting and advising the data subjects in exercising the
and for cooperation with the supervisory authorities of the MeBta¢es; and
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(c)the international commitments the third country or international organisation conbex
entered into, or other obligations arising from legally binding conventions or instrum
well as from its participation in multilateral or regional systems, in particular in rela
the protection of personal data.

3. The Commission, after assessing the adequacy of the level of protection, may decide, by
means of implementing act, that a third country, a territory or one or more specified sectors
within a third country, or an international organisation ensureslanuate level of protection
within the meaning of paragraj@hof this Article. The implementing act shall provide for a
mechanism for a periodic review, at least every four years, which shall take into account all
relevant developments in the third courdgnjinternational organisation. The implementing act
shall specify its territorial and sectoral application and, where applicable, identify the
supervisory authority or authorities referred to in point (b) of paragraph 2 of this Article. The
implementing at shall be adopted in accordance with the examination procedure referred to in
Article 93(2).

4. The Commission shall, on an ongoing basis, monitor developments in third countries and
international organisations that could affect the functioning ofstw adopted pursuant to
paragraplt8 of this Article and decisions adopted on the basis of Ar26{€) of Directive
95/46/EC.

5. The Commission shall, where available information reveals, in particular following the
review referred to in paragraph 8this Article, that a third country, a territory or one or more
specified sectors within a third country, or an international organisation no longer ensures an
adequate level of protection within the meaning of paraglaphthis Article, to the extent
necessary, repeal, amend or suspend the decision referred to in paBagfdpis Article by
means of implementing acts without retctive effect. Those implementing acts shall be
adopted in accordance with the examination procedure referred to il A&{2).

On duly justified imperative grounds of urgency, the Commission shall adopt immediately
applicable implementing acts in accordance with the procedure referred to in 83(i8)e

6. The Commission shall enter into consultations with the thodntry or international
organisation with a view to remedying the situation giving rise to the decision made pursuant
to paragraplb.

7. A decision pursuant to paragraphof this Article is without prejudice to transfers of
personal data to the thirdentry, a territory or one or more specified sectors within that third
country, or the international organisation in question pursuant to Aréi6lés 49.

8. The Commission shall publish in tk¥éficial Journal of the European Unicand on its
websitea list of the third countries, territories and specified sectors within a third country and
international organisations for which it has decided that an adequate level of protection is or is
no longer ensured.

9. Decisions adopted by the Commission oa liasis of Article25(6) of Directived5/46/EC
shall remain in force until amended, replaced or repealed by a Commission Decision adopted
in accordance with paragraphor 5 of this Article.
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Article 46
Transfers subject to appropriate safeguards

1. Inthe absence of a decision pursuant to Article 45(3), a controller or processor may transfer
personal data to a third country or an international organisation only if the controller or
processor has provided appropriate safeguards, and on cotldéie@nforceable data subject
rights and effective legal remedies for data subjects are available.

2. The appropriate safeguards referred to in paragraph 1 may be provided for, without
requiring any specific authorisation from a supervisory authority, by

(a)a legally binding and enforceable instrument between public authorities or bodies;
(b) binding corporate rules in accordance with Article 47;

(c)standard data protection clauses adopted by the Commission in accordance
examinatiorprocedure referred to in Article 93(2);

(d)standard data protection clauses adopted by a supervisory authority and approve
Commission pursuant to the examination procedure referred to in A&(2¢;

(e)an approved code of conduct pursu@nArticle 40 together with binding and enforce:
commitments of the controller or processor in the third country to apply the appi
safeguards, including as regards data subjects’ rights; or

(Han approved certification mechanism pursuantAtocle 42 together with binding ai
enforceable commitments of the controller or processor in the third country to ag
appropriate safeguards, including as regards data subjects’ rights.

3. Subject to the authorisation from the competent supmwviauthority, the appropriate
safeguards referred to in paragrdpimay also be provided for, in particular, by:

(a)contractual clauses between the controller or processor and the controller, proces:
recipient of the personal data in the thioiotry or international organisation; or

(b)provisions to be inserted into administrative arrangements between public autho
bodies which include enforceable and effective data subject rights.

4. The supervisory authority shall apply tbensistency mechanism referred to in Artiég
in the cases referred to in paragra&pdr this Article.

5. Authorisations by a Member State or supervisory authority on the basis of Ra{@gof
Directive 95/46/EC shall remain valid until amendeg)aeed or repealed, if necessary, by that
supervisory authority. Decisions adopted by the Commission on the basis of 26{i4)eof
Directive 95/46/EC shall remain in force until amended, replaced or repealed, if necessary, by
a Commission Decision adaat in accordance with paragradlof this Article.

Article 47
Binding corporate rules

1. The competent supervisory authority shall approve binding corporate rules in accordance
with the consistency mechanism set out in Article 63, provided that they:
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(a)are legally binding and apply to and are enforced by every member concerned of tl
of undertakings, or group of enterprises engaged in a joint economic activity, includi
employees;

(b)expressly confer enforceable rights on data subjeitksregard to the processing of tf
personal data; and

(c) fulfil the requirements laid down in paragraph
2. The binding corporate rules referred to in paragrbphall specify at least:

(a)the structure and contact details of the growmalertakings, or group of enterprises eng
in a joint economic activity and of each of its members;

(b)the data transfers or set of transfers, including the categories of personal data, th
processing and its purposes, the type of data sshgéfected and the identification of
third country or countries in question;

(c) their legally binding nature, both internally and externally;

(d)the application of the general data protection principles, in particular purpose limitatit
minimisation, limited storage periods, data quality, data protection by design and by
legal basis for processing, processing of special categories of personal data, me
ensure data security, and the requirements in respect of onwardnsdaadiodies not bou
by the binding corporate rules;

(e)tthe rights of data subjects in regard to processing and the means to exercise thc
including the right not to be subject to decisions based solely on automated pro
including profiling in accordance with Articl&2, the right to lodge a complaint with
competent supervisory authority and before the competent courts of the Member :
accordance with Articl@9, and to obtain redress and, where appropriate, compenfea
a breach of the binding corporate rules;

(Hthe acceptance by the controller or processor established on the territory of a \Béatr
of liability for any breaches of the binding corporate rules by any member concer
established in the Unig the controller or the processor shall be exempt from that lia
in whole or in part, only if it proves that that member is not responsible for the even
rise to the damage;

(g)how the information on the binding corporate rulegarticular on the provisions referi
to in points (d), (e) anf) of this paragraph is provided to the data subjects in addit
Articles 13 and 14;

(h)the tasks of any data protection officer designated in accordance with Aftiokeany othe
person or entity in charge of the monitoring compliance with the binding corporat
within the group of undertakings, or group of enterprises engaged amtaeconomi
activity, as well as monitoring training and compléamaindling;

0] the complaint procedures;

(j)the mechanisms within the group of undertakings, or group of enterprises engaged i
economic activity for ensuring the verification of compliance with the binding cor|
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rules. Such mechanisms shall include data protection audits and methodsuonc
corrective actions to protect the rights of the data subject. Results of such verificatiol
be communicated to the person or entity referred to in Pojréand to the board of t
controlling undertaking of a group of undertakings, or ofgiteaip of enterprises engage:
a joint economic activity, and should be available upon request to the competent sug
authority;

(k)the mechanisms for reporting and recording changes to the rules and reporting thost
to the supervisory anority;

(Dthe cooperation mechanism with the supervisory authority to ensure compliance
member of the group of undertakings, or group of enterprises engaged in a joint e
activity, in particular by making available to the supervisory aitthdhe results ¢
verifications of the measures referred to in point (j);

(m)the mechanisms for reporting to the competent supervisory authority any legal requ
to which a member of the group of undertakings, or group of enterprises engageaht
economic activity is subject in a third country which are likely to have a substantial
effect on the guarantees provided by the binding corporate rules; and

(n)the appropriate data protection training to personnel having permanentiiar r@gress
personal data.

3. The Commission may specify the format and procedures for the exchange of information
between controllers, processors and supervisory authorities for binding corporate rules within
the meaning of this Article. Those implementing acts shall be adaptztordance with the
examination procedure set out in Arti®a(2).

Article 48
Transfers or disclosures not authorised by Union law

Any judgment of a court or tribunal and any decision of an administrative authority of a third
country requiring a contrldr or processor to transfer or disclose personal data may only be
recognised or enforceable in any manner if based on an international agreement, such as a
mutual legal assistance treaty, in force between the requesting third country and the Union or a
MemberState, without prejudice to other grounds for transfer pursuant to this Chapter.

Article 49
Derogations for specific situations

1. In the absence of an adequacy decision pursuant to AB¢B), or of appropriate
safeguards pursuant to Articlé, including binding corporate rules, a transfer or a set of
transfers of personal data to a third country or an international organishall take place only

on one of the following conditions:

(a)the data subject has explicitly consented to the proposed transfer, after having been
of the possible risks of such transfers for the data subject due to the absence of an
decision and appropriate safeguards;
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(b)the transfer is necessary for the performance of a contract between the data subje
controller or the implementation of poentractual measures taken at the data sul
request;

(c)the transfer is1ecessary for the conclusion or performance of a contract concludec
interest of the data subject between the controller and another natural or legal pers:

(d) the transfer is necessary for important reasons of public interest;
(e)thetransfer is necessary for the establishment, exercise or defence of legal claims;

(Nthe transfer is necessary in order to protect the vital interests of the data subject ol
persons, where the data subject is physically or legally incapadgieimd consent;

(g)the transfer is made from a register which according to Union or Member State
intended to provide information to the public and which is open to consultation eithe
public in general or by any person who can demonsirbggitimate interest, but only to-
extent that the conditions laid down by Union or Mentbiate law for consultation ¢
fulfilled in the particular case.

Where a transfer could not be based on a provision in Article 45 or 46, including the psovision
on binding corporate rules, and none of the derogations for a specific situation referred to in the
first subparagraph of this paragraph is applicable, a transfer to a third country or an international
organisation may take place only if the transferasrepetitive, concerns only a limited number

of data subjects, is necessary for the purposes of compelling legitimate interests pursued by the
controller which are not overridden by the interests or rights and freedoms of the data subject,
and the contriter has assessed all the circumstances surrounding the data transfer and has on
the basis of that assessment provided suitable safeguards with regard to the protection of
personal data. The controller shall inform the supervisory authority of the trafsier
controller shall, in addition to providing the information referred to in Artit@sand 14,

inform the data subject of the transfer and on the compelling legitimate interests pursued.

2. A transfer pursuant to point (g) of the first subparagm@pbparagraph 1 shall not involve

the entirety of the personal data or entire categories of the personal data contained in the register.
Where the register is intended for consultation by persons having a legitimate interest, the
transfer shall be made ordy the request of those persons or if they are to be the recipients.

3. Points (a), (b) and (c) of the first subparagraph of paragraph 1 and the second subparagraph
thereof shall not apply to activities carried out by public authorities in the exefctieir
public powers.

4. The public interest referred to in point (d) of the first subparagraph of paragraph 1 shall be
recognised in Union law or in the law of the Member State to which the controller is subject.

5. In the absence of an adequacy decision, Union or Member State law may, for important
reasons of public interest, expressly set limits to the transfer of specific categories of personal
data to a third country or an international organisation. MemkeesS shall notify such
provisions to the Commission.
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6. The controller or processor shall document the assessment as well as the suitable safeguards
referred to in the second subparagraph of paradragtthis Article in the records referred to
in Article 30.

Article 50
International cooperation for the protection of personal data

In relation to third countries and international organisations, the Commission and supervisory
authorities shall take appropriate steps to:

(a)develop internationatooperation mechanisms to facilitate the effective enforcemt
legislation for the protection of personal data;

(b)provide international mutual assistance in the enforcement of legislation for the prt
of personal data, including througbtification, complaint referral, investigative assist:
and information exchange, subject to appropriate safeguards for the protection of
data and other fundamental rights and freedoms;

(c)engage relevant stakeholders in discussion anditeetiaimed at furthering internatiol
cooperation in the enforcement of legislation for the protection of personal data;

(d)promote the exchange and documentation of personal data protection legisla
practice, including on jurisdictional cordts with third countries.

CHAPTER VI
Independent supervisory authorities

Section 1
Independent status

Article 51
Supervisory authority

1. Each Member State shall provide for one or more independent public authorities to be
responsible for monitoring thepplication of this Regulation, in order to protect the
fundamental rights and freedoms of natural persons in relation to processing and to facilitate
the free flow of personal data within the Un

2. Each supervisorguthority shall contribute to the consistent application of this Regulation
throughout the Union. For that purpose, the supervisory authorities shall cooperate with each
other and the Commission in accordance with Chapter VII.

3. Where more than one supisory authority is established in a Member State, that
MemberState shall designate the supervisory authority which is to represent those authorities
in the Board and shall set out the mechanism to ensure compliance by the other authorities with
the rules relating to the consistency mechanism referred to in AGRle
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4. Each Member State shall notify to the Commission the provisions of its law which it adopts
pursuant to this Chapter, by 25 May 2018 and, without delay, any subsequent amendment
affecting them.

Article 52
Independence

1. Each supervisory authority shall act with complete independence in performing its tasks
and exercising its powers in accordance with this Regulation.

2. The member or members of each supervisory authority shaligiperformance of their
tasks and exercise of their powers in accordance with this Regulation, remain free from external
influence, whether direct or indirect, and shall neither seek nor take instructions from anybody.

3. Member or members of each supsovy authority shall refrain from any action
incompatible with their duties and shall not, during their term of office, engage in any
incompatible occupation, whether gainful or not.

4. Each Member State shall ensure that each supervisory authoriyidgul with the human,
technical and financial resources, premises and infrastructure necessary for the effective
performance of its tasks and exercise of its powers, including those to be carried out in the
context of mutual assistance, cooperation artigpation in the Board.

5. Each Member State shall ensure that each supervisory authority chooses and has its own
staff which shall be subject to the exclusive direction of the member or members of the
supervisory authority concerned.

6. Each MembelState shall ensure that each supervisory authority is subject to financial
control which does not affect its independence and that it has separate, public annual budgets,
which may be part of the overall state or national budget.

Article 53
General conditons for the members of the supervisory authority

1. Member States shall provide for each member of their supervisory authorities to be
appointed by means of a transparent procedure by:

o] their parliament;
o} their government;
o] their head of Stateyr

0 an independent body entrusted with the appointment under Member State law.

2. Each member shall have the qualifications, experience and skills, in particular in the area
of the protection of personal data, required to perform its dutiesxardise its powers.

3. The duties of a member shall end in the event of the expiry of the term of office, resignation
or compulsory retirement, in accordance with the law of the Me®itage concerned.
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4. A member shall be dismissed only in casesadbsis misconduct or if the member no longer
fulfils the conditions required for the performance of the duties.

Article 54
Rules on the establishment of the supervisory authority
1. Each Member State shall provide by law for all of the following:
(a) theestablishment of each supervisory authority;

(b)the qualifications and eligibility conditions required to be appointed as member
supervisory authority;

(c)the rules and procedures for the appointment of the member or membersaffEaeisor
authority;

(d)the duration of the term of the member or members of each supervisory authority o
than four years, except for the first appointment after 24 May 2016, part of which m
place for a shorter period where that is essary to protect the independence of
supervisory authority by means of a staggered appointment procedure;

(e)whether and, if so, for how many terms the member or members of each sup
authority is eligible for reappointment;

(Hthe conditions governing the obligations of the member or members and staff «
supervisory authority, prohibitions on actions, occupations and benefits incon
therewith during and after the term of office and rules governing the cessa
employnent.

2. The member or members and the staff of each supervisory authority shall, in accordance
with Union or Member State law, be subject to a duty of professional secrecy both during and
after their term of office, with regard to any confidential infation which has come to their
knowledge in the course of the performance of their tasks or exercise of their powers. During
their term of office, that duty of professional secrecy shall in particular apply to reporting by
natural persons of infringemerndéthis Regulation.

Section 2
Competence, tasks and powers

Article 55
Competence

1. Each supervisory authority shall be competent for the performance of the tasks assigned to
and the exercise of the powers conferred on it in accordance wiRettigation on the territory
of its own Member State.
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2. Where processing is carried out by public authorities or private bodies acting on the basis
of point(c) or (e) of Article 6(1), the supervisory authority of the Mentitate concerned shall
be comptent. In such cases Article 56 does not apply.

3. Supervisory authorities shall not be competent to supervise processing operations of courts
acting in their judicial capacity.

Article 56
Competence of the lead supervisory authority

1. Without prejudce to Article 55, the supervisory authority of the main establishment or of
the single establishment of the controller or processor shall be competent to act as lead
supervisory authority for the crebsrder processing carried out by that controller ocessor

in accordance with the procedure provided in Article 60.

2. By derogation from paragraph 1, each supervisory authority shall be competent to handle a
complaint lodged with it or a possible infringement of this Regulation, if the subject matter
relates only to an establishment in its Member State or substantially affects data subjects only
in its Member State.

3. Inthe cases referred to in paragraph 2 of this Article, the supervisory authority shall inform
the lead supervisory authority withalglay on that matter. Within a period of three weeks after
being informed the lead supervisory authority shall decide whether or not it will handle the case
in accordance with the procedure provided in Article 60, taking into account whether or not
there & an establishment of the controller or processor in the Member State of which the
supervisory authority informed it.

4. Where the lead supervisory authority decides to handle the case, the procedure provided in
Article 60 shall apply. The supervisorythaarity which informed the lead supervisory authority

may submit to the lead supervisory authority a draft for a decision. The lead supervisory
authority shall take utmost account of that draft when preparing the draft decision referred to in
Article 60(3)

5. Where the lead supervisory authority decides not to handle the case, the supervisory
authority which informed the lead supervisory authority shall handle it according to A@ticles
and 62.

6. The lead supervisory authority shall be the sole lmtetor of the controller or processor
for the crossborder processing carried out by that controller or processor.

Article 57
Tasks

1. Without prejudice to other tasks set out under this Regulation, each supervisory authority
shall on its territory:

(&) monitor and enforce the application of this Regulation;
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(b)promote public awareness and understanding of the risks, rules, safeguards and
relation to processing. Activities addressed specifically to children shall receive ¢
attention;

(c)advise, in accordance with Member State law, the national parliament, the governmr
other institutions and bodies on legislative and administrative measures relating
protection of natural persons' rights and freedoms with regard tosgiogge

(d)promote the awareness of controllers and processors of their obligations un
Regulation;

(e)upon request, provide information to any data subject concerning the exercise of the
under this Regulation and, if appropriatepperate with the supervisory authorities in ¢
Member States to that end;

(Hhandle complaints lodged by a data subject, or by a body, organisation or assoc
accordance with Articl&0, and investigate, to the extent appropriate, the duinjatter o
the complaint and inform the complainant of the progress and the outcome
investigation within a reasonable period, in particular if further investigation or coord
with another supervisory authority is necessary;

(g)cooperatewith, including sharing information and provide mutual assistance to,
supervisory authorities with a view to ensuring the consistency of applicatic
enforcement of this Regulation;

(h)conduct investigations on the application of tRisgulation, including on the basis
information received from another supervisory authority or other public authority;

(iYmonitor relevant developments, insofar as they have an impact on the protection of
data, in particular the developmert information and communication technologies
commercial practices;

(Jadopt standard contractual clauses referred to in A2R(8) and in poin{d) ol
Article 46(2);

(k)establish and maintain a list in relation to the requirement for platEection impac
assessment pursuant to Artiélg(4);

() give advice on the processing operations referred to in Article 36(2);

(m)encourage the drawing up of codes of conduct pursuant to A€l and provide ¢
opinion and approve such codasconduct which provide sufficient safeguards, purs
to Article 40(5);

(n)encourage the establishment of data protection certification mechanisms and
protection seals and marks pursuant to Ar@€lL), and approve the criteria of certitica
pursuant to Articlet2(5);

(o)where applicable, carry out a periodic review of certifications issued in accordan
Article 42(7);

(p)draft and publish the criteria for accreditation of a body for monitoring codes of ¢
pursuant tArticle 41 and of a certification body pursuant to Artidle
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(q)conduct the accreditation of a body for monitoring codes of conduct pursuant to At
and of a certification body pursuant to Artida;

(r) authorise contractual clauses and Bins referred to in Articld6(3);
(s) approve binding corporate rules pursuant to Aréidle
(t) contribute to the activities of the Board,;

(u)keep internal records of infringements of this Regulation and of measures t:
accordance wittrticle 58(2); and

(v) fulfil any other tasks related to the protection of personal data.

2. Each supervisory authority shall facilitate the submission of complaints referred to in
point (f) of paragraph 1 by measures such as a complaint submissmmwhich can also be
completed electronically, without excluding other means of communication.

3. The performance of the tasks of each supervisory authority shall be free of charge for the
data subject and, where applicable, for the data protectimeoff

4. Where requests are manifestly unfounded or excessive, in particular because of their
repetitive character, the supervisory authority may charge a reasonable fee based on
administrative costs, or refuse to act on the request. The supervisaoyitgughall bear the
burden of demonstrating the manifestly unfounded or excessive character of the request.

Article 58
Powers
1. Each supervisory authority shall have all of the following investigative powers:

(a)to order the controller and thgrocessor, and, where applicable, the controller's ¢
processor's representative to provide any information it requires for the performan
tasks;

(b) to carry out investigations in the form of data protection audits;
(c) to carry out aeview on certifications issued pursuant to ArtdB7);
(d)to notify the controller or the processor of an alleged infringement of this Regulatior

(e)to obtain, from the controller and the processor, access to all personal data ai
information necessary for the performance of its tasks;

(Hto obtain access to any premises of the controller and the processor, including to
processing equipment and means, in accordance with Union or M&talberprocedur
law.

2. Eachsupervisory authority shall have all of the following corrective powers:

(a)to issue warnings to a controller or processor that intended processing operations .
to infringe provisions of this Regulation;
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(b)to issue reprimands to a controltera processor where processing operations have inf
provisions of this Regulation;

(c)to order the controller or the processor to comply with the data subject’'s requests to
his or her rights pursuant to this Regulation;

(d)to order thecontroller or processor to bring processing operations into compliance w
provisions of this Regulation, where appropriate, in a specified manner and w
specified period;

(e)to order the controller to communicate a personal data breaoé tiata subject;
(f) to impose a temporary or definitive limitation including a ban on processing;

(g)to order the rectification or erasure of personal data or restriction of processing put
Articles 16, 17 and 18 and the notification of sahions to recipients to whom the pers:
data have been disclosed pursuant to Arfigl?) and Article 19;

(h)to withdraw a certification or to order the certification body to withdraw a certification |
pursuant to Articled2 and 43, or torder the certification body not to issue certificatic
the requirements for the certification are not or are no longer met;

()to impose an administrative fine pursuant to Article 83, in addition to, or instead of m
referred to in thigparagraph, depending on the circumstances of each individual case

(j))to order the suspension of data flows to a recipient in a third country or to an inter
organisation.

3. Each supervisory authority shall have all of the following authboisaand advisory
powers:

(a)to advise the controller in accordance with the prior consultation procedure referr:
Article 36;

(b)to issue, on its own initiative or on request, opinions to the national parliament, the |
State government oin accordance with Member State law, to other institutions and |
as well as to the public on any issue related to the protection of personal data;

(c)to authorise processing referred to in Article 36(5), if the law of the Member State r
suchprior authorisation;

(d)to issue an opinion and approve draft codes of conduct pursuant to Article 40(5);
(e) to accredit certification bodies pursuant to Article 43;
(Nto issue certifications and approve criteria of certification in accordaiticérticle 42(5);

(g)to adopt standard data protection clauses referred to in Article 28(8) and irfdpani
Article 46(2);

(h) to authorise contractual clauses referred to in point (a) of Article 46(3);
() to authoriseadministrative arrangements referred to in point (b) of Article 46(3);
() to approve binding corporate rules pursuant to Article 47.
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4. The exercise of the powers conferred on the supervisory authority pursuant to this Article
shall be subject tappropriate safeguards, including effective judicial remedy and due process,
set out in Union and Memb&tate law in accordance with the Charter.

5. Each Membe#Btate shall provide by law that its supervisory authority shall have the power
to bring infingements of this Regulation to the attention of the judicial authorities and where
appropriate, to commence or engage otherwise in legal proceedings, in order to enforce the
provisions of this Regulation.

6. Each Member State may provide by law thasupervisory authority shall have additional
powers to those referred to in paragraph and 3. The exercise of those powers shall not
impair the effective operation of Chapiéi.

Article 59
Activity reports

Each supervisory authority shall draw up an annual report on its activities, which may include
a list of types of infringement notified and types of measures taken in accordance with
Article 58(2). Those reports shall be transmitted to the national pariathe government and
other authorities as designated by Mentbiate law. They shall be made available to the public,

to the Commission and to the Board.

CHAPTER VII
Cooperation and consistency

Section 1
Cooperation

Article 60

Cooperation between thdead supervisory authority and the other supervisory
authorities concerned

1. The lead supervisory authority shall cooperate with the other supervisory authorities

concerned in accordance with this Article in an endeavour to reach consensus. The lead
supervisory authority and the supervisory authorities concerned shall exchange all relevant
information with each other.

2. The lead supervisory authority may request at any time other supervisory authorities
concerned to provide mutual assistance purdoahiticle 61 and may conduct joint operations
pursuant to Article 62, in particular for carrying out investigations or for monitoring the
implementation of a measure concerning a controller or processor established in another
Member State.

3. The lead gpervisory authority shall, without delay, communicate the relevant information
on the matter to the other supervisory authorities concerned. It shall without delay submit a
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draft decision to the other supervisory authorities concerned for their opinibtake due
account of their views.

4. Where any of the other supervisory authorities concerned within a period of four weeks
after having been consulted in accordance with paragraph 3 of this Article, expresses a relevant
and reasoned objection to thefirdecision, the lead supervisory authority shall, if it does not
follow the relevant and reasoned objection or is of the opinion that the objection is not relevant
or reasoned, submit the matter to the consistency mechanism referred to in Article 63.

5. Where the lead supervisory authority intends to follow the relevant and reasoned objection
made, it shall submit to the other supervisory authorities concerned a revised draft decision for
their opinion. That revised draft decision shall be subject ¢éopitocedure referred to in
paragrapht within a period of two weeks.

6. Where none of the other supervisory authorities concerned has objected to the draft decision
submitted by the lead supervisory authority within the period referred to in paragrapths,

the lead supervisory authority and the supervisory authorities concerned shall be deemed to be
in agreement with that draft decision and shall be bound by it.

7. The lead supervisory authority shall adopt and notify the decision to the mairsbstaibt

or single establishment of the controller or processor, as the case may be and inform the other
supervisory authorities concerned and the Board of the decision in question, including a
summary of the relevant facts and grounds. The supervisdrgraytwith which a complaint

has been lodged shall inform the complainant on the decision.

8. By derogation from paragraph 7, where a complaint is dismissed or rejected, the supervisory
authority with which the complaint was lodged shall adopt the idacend notify it to the
complainant and shall inform the controller thereof.

9. Where the lead supervisory authority and the supervisory authorities concerned agree to
dismiss or reject parts of a complaint and to act on other parts of that compkeparate
decision shall be adopted for each of those parts of the matter. The lead supervisory authority
shall adopt the decision for the part concerning actions in relation to the controller, shall notify
it to the main establishment or single establishtof the controller or processor on the territory

of its Member State and shall inform the complainant thereof, while the supervisory authority
of the complainant shall adopt the decision for the part concerning dismissal or rejection of that
complaint,and shall notify it to that complainant and shall inform the controller or processor
thereof.

10. After being notified of the decision of the lead supervisory authority pursuant to
paragraphs 7 and 9, the controller or processor shall take the necessaiyres to ensure
compliance with the decision as regards processing activities in the context of all its
establishments in the Union. The controller or processor shall notify the measures taken for
complying with the decision to the lead supervisory ety which shall inform the other
supervisory authorities concerned.

11. Where, in exceptional circumstances, a supervisory authority concerned has reasons to
consider that there is an urgent need to act in order to protect the interests of dats, subjec
urgency procedure referred to in Article 66 shall apply.
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12. The lead supervisory authority and the other supervisory authorities concerned shall
supply the information required under this Article to each other by electronic means, using a
standardised format.

Article 61
Mutual assistance

1. Supervisory authorities shall provide each other with relevant information and mutual
assistance in order to implement and apply this Regulation in a consistent manner, and shall put
in place measurdsr effective cooperation with one another. Mutual assistance shall cover, in
particular, information requests and supervisory measures, such as requests to carry out prior
authorisations and consultations, inspections and investigations.

2. Each supenrgory authority shall take all appropriate measures required to reply to a request
of another supervisory authority without undue delay and no later than one month after
receiving the request. Such measures may include, in particular, the transmisslenaott re
information on the conduct of an investigation.

3. Requests for assistance shall contain all the necessary information, including the purpose
of and reasons for the request. Information exchanged shall be used only for the purpose for
which it wasrequested.

4. The requested supervisory authority shall not refuse to comply with the request unless:

(a)it is not competent for the subjettatter of the request or for the measures it is reques
execute; or

(b)compliancewith the request would infringe this Regulation or Union or MenSiate lav
to which the supervisory authority receiving the request is subject.

5. The requested supervisory authority shall inform the requesting supervisory authority of the
results or as the case may be, of the progress of the measures taken in order to respond to the
request. The requested supervisory authority shall provide reasons for any refusal to comply
with a request pursuant to paragrdph

6. Requested supervisory authagtishall, as a rule, supply the information requested by other
supervisory authorities by electronic means, using a standardised format.

7. Requested supervisory authorities shall not charge a fee for any action taken by them
pursuant to a request for toal assistance. Supervisory authorities may agree on rules to
indemnify each other for specific expenditure arising from the provision of mutual assistance
in exceptional circumstances.

8. Where a supervisory authority does not provide the informaditerred to in paragragh

of this Article within one month of receiving the request of another supervisory authority, the
requesting supervisory authority may adopt a provisional measure on the territory of its Member
State in accordance with Artickb (1) In that case, the urgent need to act under Ar6ié(&)

shall be presumed to be met and require an urgent binding decision from the Board pursuant to
Article 66(2).
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9. The Commission may, by means of implementing acts, specify the format and precedure

for mutual assistance referred to in this Article and the arrangements for the exchange of
information by electronic means between supervisory authorities, and between supervisory
authorities and the Board, in particular the standardised format refeireparagraplé of this

Article. Those implementing acts shall be adopted in accordance with the examination

procedure referred to in ArticB3(2).

Article 62
Joint operations of supervisory authorities

1. The supervisory authorities shall, whexppropriate, conduct joint operations including
joint investigations and joint enforcement measures in which members or staff of the
supervisory authorities of other Member States are involved.

2. Where the controller or processor has establishments/erad MembefBtates or where a
significant number of data subjects in more than one Member State are likely to be substantially
affected by processing operations, a supervisory authority of each of those Member States shall
have the right to participate joint operations. The supervisory authority which is competent
pursuant to Articlé6(1) or (4) shall invite the supervisory authority of each of those Member
States to take part in the joint operations and shall respond without delay to the request of a
supervisory authority to participate.

3. A supervisory authority may, in accordance with Menthtate law, and with the seconding
supervisory authority's authorisation, confer powers, including investigative powers on the
seconding supervisory authotgynembers or staff involved in joint operations or, in so far as

the law of the MembeSBtate of the host supervisory authority permits, allow the seconding
supervisory authority's members or staff to exercise their investigative powers in accordance
with the law of the MembeBtate of the seconding supervisory authority. Such investigative
powers may be exercised only under the guidance and in the presence of members or staff of
the host supervisory authority. The seconding supervisory authority's mesnsta# shall be

subject to the Membe3tate law of the host supervisory authority.

4. Where, in accordance with paragraph 1, staff of a seconding supervisory authority operate
in another Member State, the Memistate of the host supervisory authorityall assume
responsibility for their actions, including liability, for any damage caused by them during their
operations, in accordance with the law of the MenSiate in whose territory they are
operating.

5. The Member State in whose territory therdaye was caused shall make good such damage
under the conditions applicable to damage caused by its own staff. The Mgtaiieeof the
seconding supervisory authority whose staff has caused damage to any person in the territory
of another MembeSBtate shdlreimburse that other Memb&8tate in full any sums it has paid

to the persons entitled on their behalf.

6. Without prejudice to the exercise of its rights-a-vis third parties and with the exception
of paragraplb, each Membe®btate shall refrainnithe case provided for in paragraphfrom
requesting reimbursement from another Men&tate in relation to damage referred to in
paragraph 4.
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7. Where a joint operation is intended and a supervisory authority does not, within one month,
comply with tie obligation laid down in the second sentence of para@aplhis Article, the

other supervisory authorities may adopt a provisional measure on the territory of its Member
State in accordance with Article 55. In that case, the urgent need to acAurader66(1) shall

be presumed to be met and require an opinion or an urgent binding decision from the Board
pursuant to Article 66(2).

Section 2
Consistency

Article 63
Consistency mechanism

In order to contribute to the consistent application of R@gulation throughout the Union, the
supervisory authorities shall cooperate with each other and, where relevant, with the
Commission, through the consistency mechanism as set out in this Section.

Article 64
Opinion of the Board

1. The Board shall issugn opinion where a competent supervisory authority intends to adopt
any of the measures below. To that end, the competent supervisory authority shall communicate
the draft decision to the Board, when it:

(a)aims to adopt a list of the processiagerations subject to the requirement for a
protection impact assessment pursuant to Article 35(4);

(b)concerns a matter pursuant to Artidle(7) whether a draft code of conduct or an amenc
or extension to a code of conduct complies with fegulation;

(c)aims to approve the criteria for accreditation of a body pursuant to A4fi¢8) or
certification body pursuant to Artic3(3);

(d)aims to determine standard data protection clauses referred to iffd)anhtArticle 46(2]
andin Article 28(8);

(e)aims to authorise contractual clauses referred to in point (a) of A6¢8; or
(f) aims to approve binding corporate rules within the meaning of Aditle

2. Any supervisory authority, the Chair of the Board or the Commission may request that any
matter of general application or producing effects in more than one M&tdierbe examined

by the Board with a view to obtaining an opinion, in particular wherempetent supervisory
authority does not comply with the obligations for mutual assistance in accordance with
Article 61 or for joint operations in accordance with Arti62

3. Inthe cases referred to in paragraphs 1 and 2, the Board shall isgieian on the matter
submitted to it provided that it has not already issued an opinion on the same matter. That
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opinion shall be adopted within eight weeks by simple majority of the members of the Board.
That period may be extended by a further six we&kking into account the complexity of the
subject matter. Regarding the draft decision referred to in parag@ptulated to the members

of the Board in accordance with paragrépla member which has not objected within a
reasonable period indicatéy the Chair, shall be deemed to be in agreement with the draft
decision.

4. Supervisory authorities and the Commission shall, without undue delay, communicate by
electronic means to the Board, using a standardised format any relevant informatidmgnclu

as the case may be a summary of the facts, the draft decision, the grounds which make the
enactment of such measure necessary, and the views of other supervisory authorities concerned.

5. The Chair of the Board shall, without undue, delay infornellegtronic means:

(a)the members of the Board and the Commission of any relevant information which
communicated to it using a standardised format. The secretariat of the Board sha
necessary, provide translations of relevant informataon,

(b)the supervisory authority referred to, as the case may be, in paragjraptds2, and tt
Commission of the opinion and make it public.

6. The competent supervisory authority shall not adopt its draft decision referred to in
paragraph 1 withithe period referred to in paragraph 3.

7. The supervisory authority referred to in paragraph 1 shall take utmost account of the opinion
of the Board and shall, within two weeks after receiving the opinion, communicate to the Chair
of the Board by eleabnic means whether it will maintain or amend its draft decision and, if
any, the amended draft decision, using a standardised format.

8. Where the supervisory authority concerned informs the Chair of the Board within the period
referred to in paragraph af this Article that it does not intend to follow the opinion of the
Board, in whole or in part, providing the relevant grounds, Ar68i) shall apply.

Article 65
Dispute resolution by the Board

1. In order to ensure the correct and consistent egipdn of this Regulation in individual
cases, the Board shall adopt a binding decision in the following cases:

(a)where, in a case referred to in Article 60(4), a supervisory authority concerned has
relevant and reasoned objection to a draftsi@e of the lead authority or the lead authc
has rejected such an objection as being not relevant or reasoned. The binding deci
concern all the matters which are the subject of the relevant and reasoned obje
particular whether thetie an infringement of this Regulation;

(b)where there are conflicting views on which of the supervisory authorities conce
competent for the main establishment;

(c)wherea competent supervisory authority does not request the opinion of the Boar
cases referred to in Artic4(1), or does not follow the opinion of the Board issued t
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Article 64. In that case, any supervisory authority concerned or the Commissiy
communicate the matter to the Board.

2. The decision referred to in paragraph 1 shall be adopted within one month from the referral
of the subjectnatter by a twehirds majority of the members of the Board. That period may

be extended by a furtheronth on account of the complexity of the subjeeitter. The decision

referred to in paragraph 1 shall be reasoned and addressed to the lead supervisory authority and
all the supervisory authorities concerned and binding on them.

3. Where the Board haseen unable to adopt a decision within the periods referred to in
paragrapl, it shall adopt its decision within two weeks following the expiration of the second
month referred to in paragraph 2 by a simple majority of the members of the Board. Where the
members of the Board are split, the decision shall by adopted by the vote of its Chair.

4. The supervisory authorities concerned shall not adopt a decision on the subject matter
submitted to the Board under paragraph 1 during the periods referrepgbii@graph® and3.

5. The Chair of the Board shall notify, without undue delay, the decision referred to in
paragraph 1 to the supervisory authorities concerned. It shall inform the Commission thereof.
The decision shall be published on the websité@Board without delay after the supervisory
authority has notified the final decision referred to in parag6aph

6. The lead supervisory authority or, as the case may be, the supervisory authority with which
the complaint has been lodged shall adapfiiital decision on the basis of the decision referred

to in paragraph 1 of this Article, without undue delay and at the latest by one month after the
Board has notified its decision. The lead supervisory authority or, as the case may be, the
supervisory athority with which the complaint has been lodged, shall inform the Board of the
date when its final decision is notified respectively to the controller or the processor and to the
data subject. The final decision of the supervisory authorities concdrakktesadopted under

the terms of Articlés0(7), (8) and9). The final decision shall refer to the decision referred to

in paragraptll of this Article and shall specify that the decision referred to in that paragraph
will be published on the website dfa Board in accordance with paragraph 5 of this Article.
The final decision shall attach the decision referred to in paradrapthis Article.

Article 66
Urgency procedure

1. In exceptional circumstances, where a supervisory authority conaayngiders that there

is an urgent need to act in order to protect the rights and freedoms of data subjects, it may, by
way of derogation from the consistency mechanism referred to in Aréi8le&4 and 65 or the
procedure referred to in ArticB0, immedately adopt provisional measures intended to
produce legal effects on its own territory with a specified period of validity which shall not
exceed three months. The supervisory authority shall, without delay, communicate those
measures and the reasonsddopting them to the other supervisory authorities concerned, to
the Board and to the Commission.
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2. Where a supervisory authority has taken a measure pursuant to pafagrapbonsiders
that final measures need urgently be adopted, it may requesgjemt opinion or an urgent
binding decision from the Board, giving reasons for requesting such opinion or decision.

3. Any supervisory authority may request an urgent opinion or an urgent binding decision, as
the case may be, from the Board where a coempesupervisory authority has not taken an
appropriate measure in a situation where there is an urgent need to act, in order to protect the
rights and freedoms of data subjects, giving reasons for requesting such opinion or decision,
including for the urgnt need to act.

4. By derogation from Articlé4(3) and Article 65(2), an urgent opinion or an urgent binding
decision referred to in paragraghsnd3 of this Article shall be adopted within two weeks by
simple majority of the members of the Board.

Article 67
Exchange of information

The Commission may adopt implementing acts of general scope in order to specify the
arrangements for the exchange of information by electronic means between supervisory
authorities, and between supervisory authorities hadBbard, in particular the standardised
format referred to in Articl&4.

Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article93(2).

Section 3
European data protection board

Article 68
European DataProtection Board

1. The European Data Protection Board (the 0B
Union and shall have legal personality.

2. The Board shall be represented by its Chair.

3. The Board shall be composed of the head of oneersigory authority of each
MemberState and of the European Data Protection Supervisor, or their respective
representatives.

4. Where in a Member State more than one supervisory authority is responsible for monitoring
the application of the provisions uant to this Regulation, a joint representative shall be
appointed in accordance with that Member State's law.

5. The Commission shall have the right to participate in the activities and meetings of the
Board without voting right. The Commission shddisignate a representative. The Chair of the
Board shall communicate to the Commission the activities of the Board.
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6. In the cases referred to in Article 65, the European Data Protection Supervisor shall have
voting rights only on decisions which conegorinciples and rules applicable to the Union
institutions, bodies, offices and agencies which correspond in substance to those of this
Regulation.

Article 69
Independence

1. The Board shall act independently when performing its tasks or exercisipgwesrs
pursuant to Articles 70 andlL.

2. Without prejudice to requests by the Commission referred to in point (b) of Article 70(1)
and in Article 70(2), the Board shall, in the performance of its tasks or the exercise of its powers,
neither seek nor takinstructions from anybody.

Article 70
Tasks of the Board

1. The Board shall ensure the consistent application of this Regulation. To that end, the Board
shall, on its own initiative or, where relevant, at the request of the Commission, in particular:

(&)monitor and ensure the correct application of this Regulation in the cases provide
Articles 64 and 65 without prejudice to the tasks of national supervisory authorities;

(b)advise the Commission on any issue related to the protectjmgrsdnal data in the Unic
including on any proposed amendment of this Regulation;

(c)advise the Commission on the format and procedures for the exchange of infc
between controllers, processors and supervisory authorities for binding corpteste r

(d)issue guidelines, recommendations, and best practices on procedures for erasing lin
or replications of personal data from publicly available communication services as |
to in Article 17(2);

(e)lexamine, on its own initiativepn request of one of its members or on request ¢
Commission, any question covering the application of this Regulation and issue gu
recommendations and best practices in order to encourage consistent applicatic
Regulation;

(Hisswe guidelines, recommendations and best practices in accordance witfepaihthis
paragraph for further specifying the criteria and conditions for decisions based on
pursuant to Article 22(2);

(g)issue guidelines, recommendations and best practices in accordance wille)poirthis
paragraph for establishing the personal data breaches and determining the unc
referred to in Article 33(1) and (2) and for the particular circumstances ehwatgontrolle
or a processor is required to notify the personal data breach;
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(h)issue guidelines, recommendations and best practices in accordance wille)poirthis
paragraph as to the circumstances in which a personal data breach is likeljt o eehigl
risk to the rights and freedoms of the natural persons referred to in Article 34(1).

(i)issue guidelines, recommendations and best practices in accordance wifle)pofrihis
paragraph for the purpose of further specifying the crigerthrequirements for personal ¢
transfers based on binding corporate rules adhered to by controllers and binding ¢
rules adhered to by processors and on further necessary requirements to ensure the
of personal data of the data sulbgeconcerned referred to in Article 47;

(j)issue guidelines, recommendations and best practices in accordance wiile)pofrihis
paragraph for the purpose of further specifying the criteria and requirements for the
data transfers on the lim®f Article 49(1);

(k)draw up guidelines for supervisory authorities concerning the application of me
referred to in Article 58(1), (2) and (3) and the setting of administrative fines purs
Article 83;

(Dreview the practicabpplication of the guidelines, recommendations and best pr:
referred to in points (e) ar(f);

(m)issue guidelines, recommendations and best practices in accordance wi{le)poirthis
paragraph for establishing common procedures for repottngnatural persons
infringements of this Regulation pursuant to Article 54(2);

(n)encourage the drawingp of codes of conduct and the establishment of data proi
certification mechanisms and data protection seals and marks pursuant to Abtetes4z

(o)carry out the accreditation of certification bodies and its periodic review pursuant to
43 and maintain a public register of accredited bodies pursuant to Agi@p and of th
accredited controllers or processors establishduirich countries pursuant to Article 42(

(p)specify the requirements referred to in Article 43(3) with a view to the accredita
certification bodies under Article 42;

(q)provide the Commission with an opinion on the certificatieguirements referred to
Article 43(8);

(r) provide the Commission with an opinion on the icons referred to in ARR{E);

(s)provide the Commission with an opinion for the assessment of the adequacy of the
protection in a third country or international organisation, including for the asse
whether a third country, a territory or one or more specified sectors wittithird country
or an international organisation no longer ensures an adequate level of protection
end, the Commission shall provide the Board with all necessary documentation, ir
correspondence with the government of the third coumtith regard to that third count
territory or specified sector, or with the international organisation.

(t)issue opinions on draft decisions of supervisory authorities pursuant to the con
mechanism referred to in Article 64(1), on mattensnsiited pursuant to Article 64(2) a
to issue binding decisions pursuant to Article 65, including in cases referred to in Art
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(u)promote the cooperation and the effective bilateral and multilateral exchange of info
and best practicdsetween the supervisory authorities;

(v)promote common training programmes and facilitate personnel exchanges betv
supervisory authorities and, where appropriate, with the supervisory authorities
countries or with international organisats;

(w)promote the exchange of knowledge and documentation on data protection legisle
practice with data protection supervisory authorities worldwide.

(x)issue opinions on codes of conduct drawn up at Union level pursuant to A@8jeand

(y)maintain a publicly accessible electronic register of decisions taken by supe
authorities and courts on issues handled in the consistency mechanism.

2. Where the Commission requests advice from the Board, it may indicate a tim&akmig,
into account the urgency of the matter.

3. The Board shall forward its opinions, guidelines, recommendations, and best practices to
the Commission and to the committee referred to in Article 93 and make them pubilic.

4. The Board shall, where appriate, consult interested parties and give them the opportunity
to comment within a reasonable period. The Board shall, without prejudice to Article 76, make
the results of the consultation procedure publicly available.

Article 71
Reports

1. The Board shall draw up an annual report regarding the protection of natural persons with
regard to processing in the Union and, where relevant, in third countries and international
organisations. The report shall be made public and be transmitteel European Parliament,

to the Council and to the Commission.

2. The annual report shall include a review of the practical application of the guidelines,
recommendations and best practices referred to in point (I) of Article 70(1) as well as of the
binding decisions referred to in Article 65.

Article 72
Procedure

1. The Board shall take decisions by a simple majority of its members, unless otherwise
provided for in this Regulation.

2. The Board shall adopt its own rules of procedure by athivds majority of its members
and organise its own operational arrangements.
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Article 73
Chair

1. The Board shall elect a chair and two deputy chairs from amongst its members by simple
majority.

2. The term of office of the Chair and of the deputy chairs stedlive years and be renewable
once.

Article 74
Tasks of the Chair
1. The Chair shall have the following tasks:
(a) to convene the meetings of the Board and prepare its agenda;

(b)to notify decisions adopted by the Board pursuant to Article 65 tdettte supervisol
authority and the supervisory authorities concerned;

(c)to ensure the timely performance of the tasks of the Board, in particular in relatiol
consistency mechanism referred to in Article 63.

2. The Board shall lay down thelatation of tasks between the Chair and the deputy chairs
in its rules of procedure.

Article 75
Secretariat

1. The Board shall have a secretariat, which shall be provided by the European Data Protection
Supervisor.

2. The secretariat shall perform tesks exclusively under the instructions of the Chair of the
Board.

3. The staff of the European Data Protection Supervisor involved in carrying out the tasks
conferred on the Board by this Regulation shall be subject to separate reporting lines from the
staff involved in carrying out tasks conferred on the European Data Protection Supervisor.

4. Where appropriate, the Board and the European Data Protection Supervisor shall establish
and publish a Memorandum of Understanding implementing this Artieferrdining the terms

of their cooperation, and applicable to the staff of the European Data Protection Supervisor
involved in carrying out the tasks conferred on the Board by this Regulation.

5. The secretariat shall provide analytical, administrativlagistical support to the Board.
6. The secretariat shall be responsible in particular for:

(@) the dayto-day business of the Board;

(b)communication between the members of the Board, its Chair and the Commission;
(c) communication with othenstitutions and the public;
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(d) the use of electronic means for the internal and external communication;
(e) the translation of relevant information;
() the preparation and followp of the meetings of the Board;

(g)thepreparation, drafting and publication of opinions, decisions on the settlement of
between supervisory authorities and other texts adopted by the Board.

Article 76
Confidentiality

1. The discussions of the Board shall be confidential wher8dlaed deems it necessary, as
provided for in its rules of procedure.

2. Access to documents submitted to members of the Board, experts and representatives of
third parties shall be governed by Regulation (EC)1IR49/2001 of the European Parliament
and d the Council(2).

CHAPTER VI
Remedies, liability and penalties

Article 77
Right to lodge a complaint with asupervisory authority

1. Without prejudice to any other administrative or judicial remedy, every data subject shall
have the right to lodge a complaint with a supervisory authority, in particular in the Member
State of his or her habitual residence, elatwork or place of the alleged infringement if the

data subject considers that the processing of personal data relating to him or her infringes this
Regulation.

2. The supervisory authority with which the complaint has been lodged shall inform the
conplainant on the progress and the outcome of the complaint including the possibility of a
judicial remedy pursuant to Articlés.

Article 78
Right to an effective judicial remedy against a supervisory authority

1. Without prejudice to any other administrative or fodicial remedy, each natural or legal
person shall have the right to an effective judicial remedy against a legally binding decision of
a supervisory authority concerning them.

2. Without prejudce to any other administrative or npdicial remedy, each data subject
shall have the right to a an effective judicial remedy where the supervisory authority which is
competent pursuant to Articl& and 56 does not handle a complaint or does not irtloem
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data subject within three months on the progress or outcome of the complaint lodged pursuant
to Article 77.

3. Proceedings against a supervisory authority shall be brought before the courts of the
MemberState where the supervisory authority is lelssaed.

4. Where proceedings are brought against a decision of a supervisory authority which was
preceded by an opinion or a decision of the Board in the consistency mechanism, the
supervisory authority shall forward that opinion or decision to thet.cour

Article 79
Right to an effective judicial remedy against a controller or processor

1. Without prejudice to any available administrative or 4uagicial remedy, including the

right to lodge a complaint with a supervisory authority pursuafittiole 77, each data subject

shall have the right to an effective judicial remedy where he or she considers that his or her
rights under this Regulation have been infringed as a result of the processing of his or her
personal data in necompliance withhis Regulation.

2. Proceedings against a controller or a processor shall be brought before the courts of the
MemberState where the controller or processor has an establishment. Alternatively, such

proceedings may be brought before the courts of the MeState where the data subject has

his or her habitual residence, unless the controller or processor is a public authority of a
MemberState acting in the exercise of its public powers.

Article 80
Representation of data subjects

1. The data subject shahave the right to mandate a ffot-profit body, organisation or
association which has been properly constituted in accordance with the law of a Nbeatber

has statutory objectives which are in the public interest, and is active in the field of the
protection of data subjects' rights and freedoms with regard to the protection of their personal
data to lodge the complaint on his or her behalf, to exercise the rights referred to in Articles

78 and 79 on his or her behalf, and to exercise the rigettove compensation referred to in
Article 82 on his or her behalf where provided for by Menthtte law.

2. Member States may provide that any body, organisation or association referred to in
paragrapHh of this Article, independently of a data sutbje mandate, has the right to lodge, in
that Member State, a complaint with the supervisory authority which is competent pursuant to
Article 77 and to exercise the rights referred to in Artigl@sand79 if it considers that the
rights of a data subjeander this Regulation have been infringed as a result of the processing.

Article 81
Suspension of proceedings

1. Where a competent court of a Member State has information on proceedings, concerning
the same subject matter as regards processing by thee cgantroller or processor, that are
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pending in a court in another Meml&tate, it shall contact that court in the other Mengiate
to confirm the existence of such proceedings.

2. Where proceedings concerning the same subject matter as regardsipyauiettee same
controller or processor are pending in a court in another Me8th&¥, any competent court
other than the court first seized may suspend its proceedings.

3. Where those proceedings are pending at first instance, any court other thaartHest
seized may also, on the application of one of the parties, decline jurisdiction if the court first
seized has jurisdiction over the actions in question and its law permits the consolidation thereof.

Article 82
Right to compensation and liability

1. Any person who has suffered material ormoaterial damage as a result of an infringement
of this Regulation shall have the right to receive compensation from the controller or processor
for the damage suffered.

2. Any controller involved in proessing shall be liable for the damage caused by processing
which infringes this Regulation. A processor shall be liable for the damage caused by
processing only where it has not complied with obligations of this Regulation specifically
directed to process® or where it has acted outside or contrary to lawful instructions of the
controller.

3. A controller or processor shall be exempt from liability under paradtapi proves that
it is not in any way responsible for the event giving rise to the damag

4. Where more than one controller or processor, or both a controller and a processor, are
involved in the same processing and where they are, under para@amths, responsible for

any damage caused by processing, each controller or processbegte liable for the entire
damage in order to ensure effective compensation of the data subject.

5. Where a controller or processor has, in accordance with paragrpalu full compensation

for the damage suffered, that controller or processot Baagntitled to claim back from the

other controllers or processors involved in the same processing that part of the compensation
corresponding to their part of responsibility for the damage, in accordance with the conditions
set out in paragraph

6. Court proceedings for exercising the right to receive compensation shall be brought before
the courts competent under the law of the Member State referred to in Z&f2le

Article 83
General conditions for imposing administrative fines

1. Each supervisory authority shall ensure that the imposition of administrative fines pursuant
to this Article in respect of infringements of this Regulation referred to in paragtaphend
6 shall in each individual case be effective, proportioaatedissuasive.
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2. Administrative fines shall, depending on the circumstances of each individual case, be
imposed in addition to, or instead of, measures referred to in points (a) to (h) and (j) of
Article 58(2). When deciding whether to impose an adstiative fine and deciding on the
amount of the administrative fine in each individual case due regard shall be given to the
following:

(a)the nature, gravity and duration of the infringement taking into account the nature ¢
purpose of the processj concerned as well as the number of data subjects affected
level of damage suffered by them;

(b) the intentional or negligent character of the infringement;

(c)any action taken by the controller or processor to mitigate the damage sujedzd:
subjects;

(d)the degree of responsibility of the controller or processor taking into account techn
organisational measures implemented by them pursuant to Aglasd 32;

(e) any relevant previous infringements by the controllgrrocessor;

(Hthe degree of cooperation with the supervisory authority, in order to remedy the infrin
and mitigate the possible adverse effects of the infringement;

(g) the categories of personal data affected by the infringement;

(h)the manner in which the infringement became known to the supervisory autho
particular whether, and if so to what extent, the controller or processor notifi
infringement;

(Ywhere measures referred to in Article 58(2) have previously bedgered against tl
controller or processor concerned with regard to the same sutggietr, compliance wi
those measures;

(j)adherence to approved codes of conduct pursuant to Article 40 or approved cert
mechanisms pursuant to Article 42da

(k)any other aggravating or mitigating factor applicable to the circumstances of the ca
as financial benefits gained, or losses avoided, directly or indirectly, from the infring

3. If a controller or processor intentionally negligently, for the same or linked processing
operations, infringes several provisions of this Regulation, the total amount of the
administrative fine shall not exceed the amount specified for the gravest infringement.

4. Infringements of the followingrovisions shall, in accordance with paragraph 2, be subject
to administrative fines up to TWO000EUR, or in the case of an undertaking, up to 2 % of the
total worldwide annual turnover of the preceding financial year, whichever is higher:

(a)the oblgations of the controller and the processor pursuant to Articles 8, 11, 25 to 3¢
and 43;

(b) the obligations of the certification body pursuant to Articles 42 and 43;
(c) the obligations of the monitoring body pursuant to Article 41(4).
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5. Infringements of the following provisions shall, in accordance with para@apé subject
to administrative fines up to 20000 EUR, or in the case of an undertaking, up to 4 % of the
total worldwide annual turnover of the preceding financial,y@hichever is higher:

(a)the basic principles for processing, including conditions for consent, pursuant to A,
6, 7 and 9;

(b) the data subjects' rights pursuant to Artid2go 22;

(c)the transfers of personal data to a recipient in a third country or an international orge
pursuant to Articleg4 to 49;

(d) any obligations pursuant to Member State law adopted under Chépter

(e)nonrcompliancewith an order or a temporary or definitive limitation on processing (
suspension of data flows by the supervisory authority pursuant to A8 or failure ti
provide access in violation of Article 58(1).

6. Non-compliance with an order bydhsupervisory authority as referred to in Artis&(2)

shall, in accordance with paragraph 2 of this Article, be subject to administrative fines up to
20000000 EUR, or in the case of an undertaking, up to 4 % of the total worldwide annual
turnover of tle preceding financial year, whichever is higher.

7. Without prejudice to the corrective powers of supervisory authorities pursuant to
Article 58(2), each Membe3tate may lay down the rules on whether and to what extent
administrative fines may be impabken public authorities and bodies established in that

MemberState.

8. The exercise by the supervisory authority of its powers under this Article shall be subject
to appropriate procedural safeguards in accordance with Union and M$tateerlaw,
including effective judicial remedy and due process.

9. Where the legal system of the MemiSate does not provide for administrative fines, this
Article may be applied in such a manner that the fine is initiated by the competent supervisory
authority and impsed by competent national courts, while ensuring that those legal remedies
are effective and have an equivalent effect to the administrative fines imposed by supervisory
authorities. In any event, the fines imposed shall be effective, proportionatesandsiiie.

Those Member States shall notify to the Commission the provisions of their laws which they
adopt pursuant to this paragraph by 25 May 2018 and, without delay, any subsequent
amendment law or amendment affecting them.

Article 84
Penalties

1. Member States shall lay down the rules on other penalties applicable to infringements of
this Regulation in particular for infringements which are not subject to administrative fines
pursuant to Article 83, and shall take all measures necessary toe etat they are
implemented. Such penalties shall be effective, proportionate and dissuasive.
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2. Each Member State shall notify to the Commission the provisions of its law which it adopts
pursuant to paragragh by 25 May 2018 and, without delay, asybsequent amendment
affecting them.

CHAPTER IX
Provisions relating to specific processing situations

Article 85
Processing and freedom of expression and information

1. Member States shall by law recondite right to the protection of personal data pursuant
to this Regulation with the right to freedom of expression and information, including processing
for journalistic purposes and the purposes of academic, artistic or literary expression.

2. For procesing carried out for journalistic purposes or the purpose of academic artistic or
literary expression, Memb@&tates shall provide for exemptions or derogations from Chapter

Il (principles), Chapter 1l (rights of the data subject), Chaptefcontroller and processor),
Chapter V (transfer of personal data to third countries or international organisations), Chapter
VI (independent supervisory authorities), Chaptér (cooperation and consistency) and
ChaptenX (specific data processing situations) if yhare necessary to reconcile the right to

the protection of personal data with the freedom of expression and information.

3. Each Member State shall notify to the Commission the provisions of its law which it has
adopted pursuant to paragraphand, witlout delay, any subsequent amendment law or
amendment affecting them.

Article 86
Processing and public access to official documents

Personal data in official documents held by a public authority or a public body or a private body
for the performance of aghk carried out in the public interest may be disclosed by the authority
or body in accordance with Union or Member State law to which the public authority or body
is subject in order to reconcile public access to official documents with the right to the
protection of personal data pursuant to this Regulation.

Article 87
Processing of the national identification number

Member States may further determine the specific conditions for the processing of a national
identification number or any other identifier géneral application. In that case the national
identification number or any other identifier of general application shall be used only under
appropriate safeguards for the rights and freedoms of the data subject pursuant to this
Regulation.
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Article 88
Processing in the context of employment

1. Member States may, by law or by collective agreements, provide for more specific rules to
ensure the protection of the rights and freedoms in respect of the processing of employees'
personal data in the employmeamintext, in particular for the purposes of the recruitment, the
performance of the contract of employment, including discharge of obligations laid down by
law or by collective agreements, management, planning and organisation of work, equality and
diversity in the workplace, health and safety at work, protection of employer's or customer's
property and for the purposes of the exercise and enjoyment, on an individual or collective
basis, of rights and benefits related to employment, and for the purposetefrtiination of

the employment relationship.

2. Those rules shall include suitable and specific measures to safeguard the data subject's
human dignity, legitimate interests and fundamental rights, with particular regard to the
transparency oprocessing, the transfer of personal data within a group of undertakings, or a
group of enterprises engaged in a joint economic activity and monitoring systems at the work
place.

3. Each Member State shall notify to the Commission those provisions lafite/hich it
adopts pursuant to paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment
affecting them.

Article 89

Safeguards and derogations relating to processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes

1. Processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, shall be subject to appropriate safeguards, in accordance with
this Regulation, fothe rights and freedoms of the data subject. Those safeguards shall ensure
that technical and organisational measures are in place in particular in order to ensure respect
for the principle of data minimisation. Those measures may include pseudonynpsatioied

that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled by
further processing which does not permit or no longer permits the identification of data subjects,
those purposes shall be fulfilled in that manner.

2. Where personal data are processed for scientific or historical research purposes or statistical
purposes, Union or Member State law may provide for derogations from the rights referred to
in Articles 15, 16, 18 and 21 subject to the conditions and safégyueferred to in paragraph

1 of this Article in so far as such rights are likely to render impossible or seriously impair the
achievement of the specific purposes, and such derogations are necessary for the fulfilment of
those purposes.

3. Where persoal data are processed for archiving purposes in the public interest, Union or
Member State law may provide for derogations from the rights referred to in Altlds,

18, 19, 20 and 21 subject to the conditions and safeguards referred to in paragiaipis 1
Article in so far as such rights are likely to render impossible or seriously impair the
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achievement of the specific purposes, and such derogations are necessary for the fulfilment of
those purposes.

4. Where processing referred to in paragraphad 3 serves at the same time another purpose,
the derogations shall apply only to processing for the purposes referred to in those paragraphs.

Article 90
Obligations of secrecy

1. Member States may adopt specific rules to set out the powers op#rgisary authorities

laid down in points (e) and (f) of Article 58(1) in relation to controllers or processors that are
subject, under Union or Member State law or rules established by national competent bodies,
to an obligation of professional secrecyotiner equivalent obligations of secrecy where this is
necessary and proportionate to reconcile the right of the protection of personal data with the
obligation of secrecy. Those rules shall apply only with regard to personal data which the
controller or pocessor has received as a result of or has obtained in an activity covered by that
obligation of secrecy.

2. Each Member State shall notify to the Commission the rules adopted pursuant to paragraph
1, by 25 May 2018 and, without delay, any subsequeethdment affecting them.

Article 91
Existing data protection rules of churches and religious associations

1. Where in a Member State, churches and religious associations or communities apply, at the
time of entry into force of this Regulation, comprehensive rules relating to the protection of
natural persons with regard to processing, such rules may cotttiapply, provided that they

are brought into line with this Regulation.

2. Churches and religious associations which apply comprehensive rules in accordance with
paragraph 1 of this Article shall be subject to the supervision of an independent supervis
authority, which may be specific, provided that it fulfils the conditions laid down in Chdbter

of this Regulation.

CHAPTER X
Delegated acts and implementing acts

Article 92
Exercise of the delegation

1. The power to adopt delegated actsasferred on the Commission subject to the conditions
laid down in this Article.

2. The delegation of power referred to in Article 12(8) and Article 43(8) shall be conferred on
the Commission for an indeterminate period of time from 24 May 2016.
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3. Thedelegation of power referred to in Article 12(8) and Article 43(8) may be revoked at
any time by the European Parliament or by the Council. A decision of revocation shall put an
end to the delegation of power specified in that decision. It shall talet #feeday following

that of its publication in th®fficial Journal of the European Uniaor at a later date specified
therein. It shall not affect the validity of any delegated acts already in force.

4. As soon as it adopts a delegated act, the Cononissall notify it simultaneously to the
European Parliament and to the Council.

5. A delegated act adopted pursuant to Article 12(8) and Article 43(8) shall enter into force
only if no objection has been expressed by either the European Parlianmen€ouncil within

a period of three months of notification of that act to the European Parliament and the Council
or if, before the expiry of that period, the European Parliament and the Council have both
informed the Commission that they will not obje€that period shall be extended by three
months at the initiative of the European Parliament or of the Council.

Article 93
Committee procedure

1. The Commission shall be assisted by a committee. That committee shall be a committee
within the meaning of Redation (EU) No 182/2011.

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall
apply.

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in
conjunction with Articles thereofshall apply.

CHAPTER XI
Final provisions

Article 94
Repeal of Directive 95/46/EC
1. Directive 95/46/EC is repealed with effect from 25 May 2018.

2. References to the repealed Directive shall be consaseéferences to this Regulation.
References to the Working Party on the Protection of Individuals with regard to the Processing
of Personal Data established by Article 29 of Directive 95/46/EC shall be construed as
references to the European Data PrasedBoard established by this Regulation.

Article 95
Relationship with Directive 2002/58/EC
This Regulation shall not impose additional obligations on natural or legal persons in relation
to processing in connection with the provision of publicly availatdetronic communications
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services in public communication networks in the Union in relation to matters for which they
are subject to specific obligations with the same objective set out in Directive 2002/58/EC.

Article 96
Relationship with previously corcluded Agreements

International agreements involving the transfer of personal data to third countries or
international organisations which were concluded by Member States prior to 24 May 2016, and
which comply with Union law as applicable prior to thatejathall remain in force until
amended, replaced or revoked.

Article 97
Commission reports

1. By 25 May 2020 and every four years thereafter, the Commission shall submit a report on
the evaluation and review of this Regulation to the European Parliamérib the Council.
The reports shall be made public.

2. In the context of the evaluations and reviews referred to in paragraph 1, the Commission
shall examine, in particular, the application and functioning of:

(a)Chapter V on the transfer of persodala to third countries or international organisat
with particular regard to decisions adopted pursuant to ARB(8) of this Regulation ai
decisions adopted on the basis of Article 25(6) of Dire@Md6/EC;

(b) Chapter VIl on cooperation am®nsistency.

3. For the purpose of paragraph 1, the Commission may request information from
MemberStates and supervisory authorities.

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the
Commission shall take into amant the positions and findings of the European Parliament, of
the Council, and of other relevant bodies or sources.

5. The Commission shall, if necessary, submit appropriate proposals to amend this Regulation,
in particular taking into account of devplaents in information technology and in the light of
the state of progress in the information society.

Article 98
Review of other Union legal acts on data protection

The Commission shall, if appropriate, subieigislative proposals with a view to amending
other Union legal acts on the protection of personal data, in order to ensure uniform and
consistent protection of natural persons with regard to processing. This shall in particular
concern the rules relating the protection of natural persons with regard to processing by
Union institutions, bodies, offices and agencies and on the free movement of such data.
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Article 99
Entry into force and application

1. This Regulation shall enter into force on thentieth day following that of its publication
in theOfficial Journal of the European Union

2. It shall apply from 25 May 2018.

This Regulation shall be binding in its entirety and directly applicable in all MeSthatgs.

Done at Brussels, 27 Apri026.

For the European Parliament
The President
M. SCHULZ
For the Council
The President
J.A. HENNISPLASSCHAERT
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